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Introduction
This guide is a summary of the background vetting checks required for each worker, as stipulated in the Third Party Agreement for the Provision of Temporary Personnel Recruitment Services to Computacenter and future variations. 

The list below details the documentation legally required and/or specified in the contract. Further guidance for each requirement is given in the ‘Contract requirements in detail’ section. This is intended to clarify what documentation must be obtained prior to a candidate being placed in an assignment and subsequently presented at audit. 

[bookmark: _Hlk68857078] It is the supplier’s responsibility to ensure that all candidates are competent, suitably skilled, experienced, qualified and legally authorised to work in the UK. Please note that suppliers cannot permit any Temporary Worker to provide their services from outside of the UK without prior written agreement from Hays. A checklist has been included at the end of this guide, which should be used by your agency when completing the vetting checks.

[bookmark: _Hlk156808519]For further information about the audit process, scoring, frequency and suspensions, please read the process guide below.



For any escalations, waivers or questions regarding 3SS, please contact the account team. The client must not be contacted directly by suppliers regarding these or any other issues, under the terms of the contract.

SUMMARY OF VETTING REQUIREMENTS

Checks required for ALL candidates

1. Proof of identity
2. Proof of eligibility to work in the UK – in line with current Home Office Guidance
3. Criminal convictions declaration 
4. CV / career history 
5. Two employment references covering 12 months
6. Completed terms of engagement
7. Client policies and forms
Additional checks if required for the role
8. Criminal records check
9. Credit check
10. Evidence of relevant qualifications, training, accreditations, memberships and registrations
11. Driving licence and an online DVLA check - for roles requiring driving
12. Confidentiality agreement

Contract requirements in detail
1. Proof of identity 

Suppliers must verify a candidate’s identity, including a recent photograph i.e. in the form of a passport, Biometric Residence Permit or driving licence. In most circumstances the proof of eligibility documentation is sufficient as proof of identity. However if it does not bear a photograph or has expired and the photo no longer bears a resemblance to the holder, two recent proofs of the candidate's current address plus a proof of signature must be obtained.  
[bookmark: _Hlk156808116]
Please note: Online Right To Work (RTW) checks obtained using the share code cannot be used as proof of photographic identity.

2. Proof of eligibility 

Suppliers must check that all candidates have the right to work in the UK either as a British Citizen or that the necessary permits have been obtained. It is essential that, as per the Home Office guidance, all candidates are met with their original documents, an online check (e.g. EU Settlement Scheme) or Digital Right to Work check (from 01/10/22) completed. Their appearance must be checked against the photograph on the document. Copies of original documents must be retained with full (‘all 4 corners’), clear copies so all security checks can be made, signed and dated as original seen. Please note; some visas must be in a current passport and ‘adjusted checks’ are not acceptable after 30/09/22. For UK, Channel Islands, Isle of Man and Irish nationals who do not hold a passport, a birth certificate and official document showing their National Insurance number (P45, P60, NI Card etc.) must be obtained. If the document is in a previous or different name, evidence must be obtained (e.g. marriage certificate or deed of name change). 

The full guidance can be found here:
https://www.gov.uk/government/publications/right-to-work-checks-employers-guide

All documentation must be checked against List A and List B to confirm if it constitutes eligibility to work, if in any doubt contact the Home Office helpline on 0300 790 6268. 

Where suppliers are presented with a BRP you must complete an online check using a code provided by the candidate;

https://www.gov.uk/prove-right-to-work 

Suppliers should ensure that they have procedures for monitoring relevant clearance / visas on an ongoing basis allowing temp workers to work in different areas. This will involve monitoring status, expiry dates and hours worked and ensuring that visas / work permits do not restrict where the agency worker can work. Any visa restrictions or approaching expiry dates should be communicated to the MSP and the next steps confirmed. 


Issues to avoid

· Providing a cropped/unclear passport
· Original RTW documents verified as ‘true likeness’, ‘true copy’ etc or only signed and dated but not confirming whether the originals have been seen
· Providing a Biometric Residence Permit (not an online RTW check)
· Obtaining a Document Validation Report as a Digital RTW check
· Using a company not on the IDSP list for a Digital RTW check


3. Criminal convictions declaration 

All candidates must make a signed and dated declaration regarding unspent criminal convictions. If the role is exempt from the Rehabilitation of Offenders Act 1974, a declaration of “spent” convictions that are not “protected” as defined by the Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (as amended in 2013) must also be made. If the declaration has been signed electronically, an email trail showing it has been sent by the candidate must be provided, unless a recognised e-signature service has been used (i.e. DocuSign or EchoSign). 

Candidates with previous convictions should only commence work after the approval of the MSP has been obtained (this must be retained on file).
Issues to avoid

· Providing a form without the candidate’s name
· Providing a form without the question being answered




4. CV / career history

Details of the candidate’s career history must be held on file, in month/year format and include previous employers and job titles. This should cover as a minimum the last 10 years, with gaps over 3 months explained. 

The CV must include full details (i.e. previous employers, job titles, start and end dates of employment in month/year format) and not summarised as ‘various roles’. This should be updated after assignments are completed.

5. Two employment references covering 12 months

Suppliers must ensure they have a minimum of two satisfactory ex-employer references covering a minimum period of 12 months within the last two years, prior to starting at Computacenter. The references can be taken from any roles within the last two years but must always include the most recent role. Where 12 months cannot be covered by two references, an additional reference must be taken. If the candidate has been in continuous employment with the same employer for the last 3 years, then one reference will suffice.

Full ability references should be requested in the first instance. The following points are guidance for what constitutes an acceptable reference:

Ex-employer:
· If full ability references are not available, they should as a minimum; confirm dates of employment in month/year format, job title and reason for leaving (unless the referee confirms they cannot provide this information due to company policy).
· References requesting confirmation of dates of employment only will NOT be accepted.
· References must come from a company email address (not personal e.g. Hotmail, Gmail).  If no business email address is available, references must be on company letter headed paper, be stamped by a company stamp or accompanied by a business card or compliments slip. Alternatively, evidence that the email address genuinely belongs to the organisation should be obtained (e.g. screen print from internet site showing the email address used).
· References must be addressed to the agency/consultant. Where a reference is addressed ‘to whom it may concern’ and the email header is not addressed to the agency, it must be verified with the referee.
· If providing a self-reference, ensure dates of assignment and job title are disclosed as a minimum. Confirmation that a candidate has been registered with an agency will not be accepted – there must be evidence of work carried out.
· Dates and job title must match the CV, any major discrepancies should be investigated with the candidate and an explanation obtained.
Issues to avoid

· Providing only one reference
· References that only request dates of employment and not the minimum details of dates, job title and reason for leaving



6. Completed terms of engagement

[bookmark: _Hlk68855828]All workers must have agreed terms of engagement with the agency, correct to the pay type on 3SS (e.g. PAYE, PSC, Umbrella). The terms should be signed and dated by the candidate, or at least an indication they have accepted the terms to be provided. Suppliers must verify that any contractor engaged via a PSC is the sole director of the UK registered PSC and that the PSC has a valid UK company bank account. 

If the candidate is using an umbrella company, confirmation of this from the candidate should be provided in the absence of any signed terms. Every engaged umbrella company (including any payroll company or other intermediary that employs the worker) must be FCSA or Professional Passport accredited.

https://www.fcsa.org.uk/members/#pagetitle

https://www.professionalpassport.com/Approved-Providers/Approved-Providers 

A copy of a pay slip / invoice must be provided at audit to ensure all charges detailed in Schedule 3 of the TPA are being carried out and calculated correctly. Evidence must be provided showing deductions for PSC Ltd and Umbrella workers when the role is inside the scope of IR35. If no deductions are made, evidence must be provided to confirm it is outside IR35. Should the pay type change during an assignment, you must notify the Hays team to make the necessary changes.  

[bookmark: _Hlk156808089]All workers with a pay type of PAYE and Umbrella PAYE must have the correct holiday entitlement according to the number of confirmed days on 3SS. The basic pay rate and holiday entitlement will indicate the calculation for the premium pay rate to the worker and therefore indicates the relevant deductions for holiday pay. Evidence that the correct annual leave has been communicated and accepted by the candidate must be provided at audit.

See section 3 above for guidance if an electronic signature has been used.

Issues to avoid

· Paying the worker the incorrect rate
· Paying the worker through an unaccredited umbrella company
· Not informing the worker or applying their correct/increased annual leave entitlement



7. Client policies and forms

All workers must be sent the client policies (embedded below) prior to the start of their assignment, evidence of this must be retained and provided at audit.  













All workers must also sign the Equipment Return Form prior to the start of their assignment, evidence of this must be retained and provided at audit.  




Additional checks if required for the role
8. Criminal records check

Disclosure and Barring Service checks must be obtained if required for the role. These must be appropriate to the role offered i.e. Basic, Standard or Enhanced and the relevant barred list; Children’s and/or Adult’s must have been checked where applicable. The checks must be run using all names by which the candidate has been known. This includes, but is not limited to, the full passport name, previous name(s) i.e. maiden name, name variations not accounted for by ‘fuzzy logic’ (e.g. Tom / Thomas) and all middle names. If providing a copy of the DBS Update Service at audit, confirmation of barred lists checked (if applicable) and all names used will also need to be provided. 

Suppliers cannot accept another agency’s DBS unless the candidate is a member of the DBS Update Service and they have run their own check against it. 

The criminal checks must be clear, if not and the Agency are happy to represent the candidate, the relevant convictions must be communicated to Hays so they can seek authorisation from the client for the candidate to commence in the role. 

9. Credit check

A credit check must be run if requested. This will include a minimum of 3 years’ address history. Any adverse credit information (e.g. CCJ) must be escalated to the MSP prior to the start of the assignment.  

10. Qualifications, training, accreditations, memberships or registrations required by law and/or requested on the work order

Suppliers must ensure that any qualifications, training, accreditations, memberships or registrations held by the Temporary Agency Worker in order to meet the Client’s person specification are verified, having had sight of the original certificates*. The certified copies must be held on file. If certificates are unavailable the relevant institution or awarding body should be contacted for confirmation. Where online checks are also required, the checks must be done prior to placement and the evidence retained on file. 
	
11. Driving licence and an online DVLA check

For roles where driving is required, a copy of the photo card driving licence and online DVLA check must be obtained. The online check must be carried out using a code from the driver;

https://www.gov.uk/check-driving-information

The evidence of this check must be retained and show all of the relevant sections, in particular penalties and endorsements. A worker will usually be considered to be driving for the role if it is confirmed on the vacancy requisition, 3SS or they are claiming expenses for mileage. 

12. Confidentiality agreement

If requested the confidentiality agreement below must be signed by the worker. Once completed this must be returned to the Hays onsite team, who will forward it to the Computacenter Hiring Manager. 




All candidates must be compliant prior to starting their assignments. In the event you are unable to complete this, you must notify the Hays team. Candidates will be required to complete the clients training modules once they have started their assignments. 
For any compliance related questions you can contact the Supply Chain Management (SCM) Audit Team.
Email: SCMauditteam@hays.com
Tel: 0207 259 8786


	Version Control
	
	

	
	
	

	Date
	Version
	Summary of Changes

	March 2018
	1.0
	First Edition.

	June 2019 
	2.0
	Confidentiality agreement added.

	September 2021
	3.0
	Right to work wording amended, umbrella company accreditation, IR35 wording, guidance concerning overseas workers, checklist added and a reduction in referencing.

	February 2023
	4.0
	Updated Right to Work

	January 2024
	5.0
	Further guidance added, including issues to avoid

	April 2024
	6.0
	Client policies added

	October 2024
	7.0
	Acceptable Use Guideline policy document added

	October 2024
	8.0
	Updated Expenses Guide client document

	December 2024
	9.0
	Updated Equality and Respect at Work Policy and Confidentiality Agreement and added Social Media Policy and Anti Bribery Policy.

	March 2025
	10.0
	Updated checklist with training modules.

	July 2025
	11.0
	Guarantee sheet updated with an additional module.

	August 2025
	12.0
	Added Gifts and Hospitality - Guidance for All Employees, Group Information Security Policy, Dealing with Public Official Policy and Anti-Bribery and Corruption Code of Conduct policy. Removed Computacenter Expenses Guide for Contractors

	October 2025
	13.0
	Added Equipment Return Form
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[bookmark: _Hlk156895536]COMPUTACENTER CHECKLIST
	Name of Candidate:
	

	Job Title:
	

	Start Date:
	


	Eligibility to Work / Identification Documents
	Y/N / Details

	
 Passport / Visa / Birth Certificate & Proof of NI – checked in line with Home Office Guidance
 
	

	
 Proof of Identity 

	

	
 Visa type & expiry date (If applicable)

	

	Mandatory Checks
	Y/N / Details

	
 Criminal convictions declaration completed, signed and dated by the worker?

	

	
 Unspent convictions escalated to and signed off by Hays?

	

	
 CV / career history held on file?
	
	

	
 Employment references covering 12 months?

	

	
 Terms of Engagement signed, dated and returned by the worker?

	

	
 Client policies sent to the candidate?

	

	
 Equipment Return Form signed?

	

	Mandatory training modules completed by candidate? (Please note these will need to be renewed annually)
· [bookmark: _Hlk193182831]HSE Manual Handling (if applicable)
· Summary Principle of Data Privacy
· Summary of Commissioned Data Processing
· Summary EU GDPR Overview
· SAT Presentation
· Anti-Bribery and Corruption Training
	

	Role Specific Checks
	Y/N / Details

	
 Professional qualifications / certifications / training original certificates obtained and verified?

	

	
 Credit check with any adverse information escalated and signed off by Hays? (If requested)

	

	
 Valid driving licence photo card copied and signed and online DVLA check obtained?
 (Where driving for the role)
	

	
 Completed Confidentiality Agreement? (If required)

	

	Disclosure and Barring Service Check
	


	
Basic

Standard

Enhanced

(Please circle)
	
Cert #:

Issue Date:

/ In process?

	
Children’s Barred List /

Adults Barred List

(Please circle)
	
Worker starting with CBL / ABL only? (Y/N)

Signed off by Hays?
(Y/N)

	
Any ‘information' escalated to & signed off by the Hays?



Please ensure all boxes above are completed. If non-applicable to the role, please state ‘N/A’.
The completion of this form is confirmation that all of the above activities that are relevant to the role have been completed prior to the worker’s start date.  

Completed by:							Date:
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A Message from Leadership


2


An introduction from Mike Norris, Group CEO.


At Computacenter, we help our Customers change the world. To do this, they 


trust us to provide them with technology and services in a secure and compliant 


way.


We believe that a great security culture starts from the top. That’s why keeping 


our technology and services secure is a fundamental part of everything we do, 


across all our operating units.


This policy sets out the mandate for securing Computacenter and our Customers’ 


assets including our information, people, processes, technology, service lines, 


physical locations and more.


This policy is endorsed by the Group Executive team and applies to all permanent 


employees, temporary workers (including contractors) and service providers.







Our Commitment and Objectives


3


A message from Karl McCarthy, Group CISO


My role is to ensure that Computacenter is confidently secure in our 


technology and services. With that in mind, I have established a 


Group Cybersecurity Strategy with the following six objectives that 


help us to achieve our business goals and cement us as a premier, 


responsible cyber resilient partner:


1) Understand our environment


2) Monitor cyber threats and manage risks


3) Fix vulnerabilities and deploy tools to protect us


4) Monitor our operational service landscape


5) Respond to, contain & remediate cyber attacks


6) Develop a cybersecurity aware culture


These objectives apply to Computacenter in its entirety, including all 


business areas and locations.







4


Executive Management Responsibilities and ISMS Framework


Executive Management are responsible for establishing, sponsoring, 


governing and driving the continual improvement of an Information Security 


Management System (ISMS) framework. This includes providing the 


necessary resources for the framework to operate effectively.


A Group CISO must be appointed to direct and oversee the operation of the 


ISMS framework, designed to protect the confidentiality, integrity, availability 


and authenticity of information. Within this framework they must establish 


the roles and responsibilities required to operate and continually improve the 


ISMS on a day-to-day basis.


Through the establishment of additional security policies, the framework 


must outline and implement the technical, physical and organisational 


controls needed to mitigate the information and cybersecurity risks that 


threaten our ability to achieve the goals set by our executive team.


The framework must be compliant with the security obligations, standards 


and certifications required by our contractual commitments with Customers, 


relevant regulation and legislation in the territories in which we operate and 


must be aligned with industry best practice.


Responsibilities of Permanent Employees, Temporary Workers and 


Service Providers


All permanent employees, temporary workers (including contractors) and 


service providers are responsible for reading, acknowledging and 


complying with our security policies, including, but not limited to, 


Computacenter’s Acceptable Use Policy.


Depending on an individual’s role, they may also be responsible for 


implementing the measures outlined in our security policies. These 


responsibilities are made clear in the “Who is this policy aimed at” section 


of our security policies, published on ONE CC.


Responsibilities for Line Managers


Line Managers hold additional responsibilities for ensuring their employees 


comply with our security policies. These details are outlined in our 


Personnel Security Policy.


Responsibilities, Obligations and ISMS Framework







5


Policy Exceptions


Exceptions to this policy must be managed and maintained in accordance with the 


Security Exceptions Policy and must be requested via NGSD.


When requesting an exception, it's important to clearly describe what the exception 


covers and why it's needed. You will need to outline any additional measures that will 


be implemented to ensure that the exception has a minimal impact on security. You 


will also need to provide a schedule for meeting the policy's minimum requirements 


in the future.


What happens if you do not follow this policy?


Breaching this policy could lead to disciplinary action (up to and including dismissal) 


in accordance with local disciplinary policies and local labour laws.


If a third party breaches this policy, we may end our relationship with them to protect 


our company and customers in accordance with our supplier agreements.


Serious breaches of this policy could also result in major financial and reputational 


losses for Computacenter.


Document Approval and Enforcement


Additional Information


Version Date Approved Name, Role Changes


V1.0 21/03/2012 Mark Slaven, Group CIO Initial version.


V1.1 01/12/2014 Mark Slaven, Group CIO Removal of old company names.


V1.2 30/11/2016 Mark Slaven, Group CIO Updated to include GIA org.


V1.3 17/12/2017 Mark Slaven, Group CIO Reviewed – no changes.


V2.0 05/07/2018 Mark Slaven, Group CIO


Andy Stafford, Group COO


Fraser Phillips, Group DPO


Updated objectives, approach, 


responsibilities, management 


commitment and scope.


V3.0 25/04/2019 Mark Slaven, Group CIO


Philip Lea, Group CISO


Julie O’Hara, Group Delivery Director


Rename group COO to Group 


Delivery Director. Update to 


objectives and scope.


V3.1 01/07/2020 Mark Slaven, Group CIO


Philip Lea, Group CISO


Julie O’Hara, Group Delivery Director


Updated objectives, approach, 


responsibilities and organisation 


structure.


V3.2 18/06/2021 Mark Slaven, Group CIO


Philip Lea, Group CISO


Reviewed – no changes


V4.0 08/09/2021


02/11/2021


02/11/2021


Mark Slaven, Group CIO


Philip Lea, Group CISO


Julie O’Hara, Group Delivery Director


Revision to support new policy 


set.


V4.1 06/12/2022 Willie Edun, Head of ISMS Reviewed – no changes


V4.2 31/01/2024 Karl McCarthy, Group CISO Reviewed – no changes


V5.0 18/12/2024 Karl McCarthy, Group CISO Updated template, security 


objectives and simplified text.







Thank You


© Computacenter 2024


Version V5.0


Classification Unrestricted


Date Issued 18/12/2024


Effective Date 18/12/2024


Last Reviewed 26/11/2024


Review Cycle 3 Years


Department GIS Cybersecurity


Document Type Policy for All Employees
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At Computacenter, we aspire to always win the right way, so how we 
conduct business matters. Our Group Ethics Policy and Code of Business 
Conduct (the “Code”) is our commitment to the high standards of 
integrity, respect, trust, honesty, and fairness that we expect from 
ourselves and our business partners. It governs our business and 
provides clear guidance on how to act in an ethical and responsible 
manner. It reflects the values upon which this company was built and 
upon which we will continue to grow Computacenter, together.


Computacenter is a leading independent technology and services 
provider, and we are trusted by our large corporate and public sector 
customers to be a responsible and reliable business. Trust is one of 
our most valuable assets and ensuring that our customers’ trust 
remains well-placed is fundamental to our continued success. Given the 
importance of our people in everything we do, that trust starts with you.


We believe that a culture of ethical behaviour and compliance must be 
embedded at every level within the organisation to support the trust 
that our customers place in us. It relies on each of us to follow the 
rules, act with integrity and speak out about misconduct or unfairness. 
No one person, department or leader can or should be responsible 
for maintaining a culture of ethics and compliance alone. As a 
Computacenter employee, you are bound by these ethical standards. 


You have a responsibility and duty to uphold these ethical standards 
by following our Code. We encourage you to read our Code and use it to 
guide your actions and decisions. If you suspect a possible violation, 
speak up and report your concerns.


This policy is fully supported by Computacenter’s Group Executive 
Committee.


A Message from Leadership 
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 A culture of ethical 
behaviour and compliance 


must be embedded to 
support the trust that our 


customers place in us







GROUP ETHICS POLICY 4


At Computacenter, ethics and integrity are embedded into our culture through this Group Ethics 
Policy and Code of Business Conduct (the “Code”), and through our Winning Together Values (our 
“Values”). We know the importance of balancing our ethical obligations alongside growth and 
profitability to ensure that we carry out business in the right way. 


We are also dedicated to conducting ourselves in accordance with applicable law in the 
jurisdictions in which we operate. Our uncompromising commitment to these principles is reflected 
in our industry longevity and, more importantly, our relationships with our people, customers, and 
partners. By committing to these ethical and legal standards as well as our Values, we not only 
strengthen our existing relationships, but also continue to build new relationships with those who 
share similar values and commitments.
   
We all have an obligation to act in accordance with our Code and our Winning Together Values in a 
way that is unwavering and consistent across the globe. Regardless of where you are located, or 
your role, it is your responsibility to ensure that your decisions and actions are aligned to this Code, 
our company policies, the law, and our Values. 


This is our shared commitment and our expectation of you as an employee of Computacenter.


We expect you to adhere to these legal requirements without exception. More importantly, 
Computacenter holds you to a higher standard, in that we expect you to always act with integrity. 
This means your actions and behaviours should not only be guided by our legal obligations but 
should also be guided by your strong sense of moral principles. This includes being honest and 
making decisions with integrity, even when no one is watching.


If you engage in actions or behaviours that violate this Code and/or applicable law, you may be 
subject to fines, disciplinary action (up to and including dismissal) and potentially criminal liability.


Our Commitment and Responsibility


This is our shared 
commitment and our 
expectation of you 
as an employee of 
Computacenter







Ethics and Our Winning Together Values
Computacenter is a people-centric company that depends on its people to deliver real value to its customers.  
We have a well-established culture, developed from the beliefs and strong direction of our founders and leaders.


Our Code is our ethical framework of standards, and it is aligned to our Winning Together Values. These are the 
values upon which we built this company and upon which we will continue to grow Computacenter. Together with 
the Code, our Values guide our decisions and our actions.


We do it together by:


Understanding people matter
We’re committed to being diverse and 
inclusive. We build supportive, rewarding 
relationships and celebrate success. We’re 
proud of the people we work with, and we 
treat people as we expect them to treat us.


Considering the long term
We’re building a sustainable and efficient 
business for the long term. This leads our 
decisions and actions and helps people 
trust us.


We win by:


Putting customers first
We work hard to get to know our customers, 
understand their needs and put them at the 
heart of everything we do. This lets us use our 
skills and experience to help them in the right 
way at the right time.


Keeping promises
We’re straightforward, open, and honest in all 
of our dealings. We’re pragmatic and do our 
very best to keep our promises. When that’s 
difficult, we help our customers find other 
ways to solve their problems.


5GROUP ETHICS POLICY


Winning 
Together


Our Values
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Purpose, Scope, and Your Obligations
The purpose of this Code is to set out our expectations for our people and to guide you in performing 
your day-to-day responsibilities. Our goal is to ensure that your actions and decisions align with this 
Code, our Values, and the law. Our Code reflects who we are, what we stand for and what is important 
to us. While it is not an exhaustive list, it provides an overview of what we must do to act in an ethical 
manner while also complying with the laws and regulations that apply to us.


All employees, including permanent, full-time, part-time, temporary, and fixed-term employees, as well 
as Board members, Officers, and Directors (“Our People”) must follow the Code in spirit and letter when 
engaging in business activities.


The Code is a valuable resource for you. You must review all of this information carefully so that you 
will understand your obligations as well as how you can do your part to protect the company and its 
reputation, put our customers first, promote a healthy corporate culture, and act with integrity.


You should raise a concern as soon as possible if you believe or suspect that a violation/conflict with 
this Code has occurred or is likely to occur in the future. Also, “turning a blind eye” deliberately is not 
acceptable and may be tantamount to a violation.


Upon reviewing this Code, if you have questions or need to report a violation of this Code, company 
policies, or the law, you can contact your manager, HR business partner, the Group Legal and 
Compliance team or via our Speak Up process, as soon as possible.


In accordance with Computacenter’s Speak Up policy, all concerns will be treated in confidence. We 
seek to encourage openness and will support all concerns raised genuinely and in good faith under 
this policy, without fear of retaliation. 


view our Speak Up policy
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PUTTING CUSTOMERS FIRST


Anti-Trust and Competition Law


We act fairly in our business dealings


It is against our policy and the laws of many countries for you 
to engage in anti-competitive practices and activities. Illegal 
anti-competitive activities include agreeing with competitors 
to divide territories, customers, suppliers, or markets. This also 
includes (but is not limited to) bid rigging, collusion, and price 
fixing.


Anti-competition stifles competition in the free market, it 
fragments business, and it affects growth in innovation. Lesser 
competition typically results in higher prices for lower quality 
products and services. This may also lead to larger companies 
dominating the market, resulting in smaller companies being 
pushed out of the market or being unable to compete fairly 
against larger companies. Competing fairly ensures that we 
meet our business objectives with our integrity intact. Further, 
healthy competition and fair business practices enables us to 
put our customers first by giving them access to a variety of 
“best in quality” resources at fair competitive prices. 


At Computacenter, we are committed to the rules of fair 
competition. You are not permitted to engage in anti-
competitive behaviour, and you must not allow any member 
of the Computacenter Group or any third-party organisation 
working for us to engage in them.


Anti-Bribery and Corruption


We do not tolerate any form of bribery or criminal activity in our business 


Computacenter is committed to complying with all applicable anti-bribery and corruption laws and regulations, 
including the UK Bribery Act of 2010, the Foreign Corrupt Practices Act (FCPA), and all other applicable anti-bribery 
and corruption legislation wherever we do business. As such, we have a singular global approach to anti-bribery and 
corruption: we do not offer bribes, we do not accept bribes and we will not be solicited for bribes, even in jurisdictions 
where these activities may be permissible by law. Computacenter has a zero-tolerance policy towards bribery and 
corruption and all forms of bribery and corruption are unacceptable and prohibited as per our Group Anti-Bribery and 
Corruption policy.


It is imperative that you read and comply with the Group Anti-Bribery and Corruption policy which states, in part, 
that in conducting your daily activities you are prohibited from offering or receiving bribes. A bribe is the offering, 
giving, or receiving “anything of value” which improperly influences a decision or action. “Anything of value” is much 
broader than monetary gain; it can include tangible items such as gifts, entertainment, accommodations, or job 
opportunities. It is irrespective of its financial value or whether it is of any value to the recipient. 


In accordance with the Group Anti-Bribery and Corruption policy, prior written approval by a senior manager is 
required when providing or receiving gifts, hospitality and entertainment over a certain value and recording this in the 
appropriate Gifts & Hospitality Register. In addition, you must maintain accurate books and records in compliance with 
Company policy and applicable laws, which prohibit concealing or knowingly falsifying business records. Failure to 
comply compromises the integrity and validity of our recordkeeping and could subject both you and the company to 
serious penalties or even criminal liability.


We have strict policies regarding third party gifts or benefits as it relates to government officials, charitable or 
political contributions and prohibited activities. For detailed information and guidance, you must read the Group  
Anti-Bribery and Corruption policy, and The Golden Rules to Anti-Bribery and Corruption.
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Trade Compliance


We respect and follow the 
applicable laws of each  
country when we export  
and import 


As a global organisation, we comply with all legislation 
governing transactions with certain countries, 
products, and individuals. Such transactions may 
be restricted or subject to embargoes, blocked lists, 
terrorist lists, dual-use merchandise, and end use 
or resale to third parties is subject to approval. It is a 
violation of trade regulations to engage with partners 
who are subject to these restrictions.


If your role requires you to be engaged in trade 
activities, you must adhere to all relevant legislation 
and our trade compliance policies.


Anti-Money Laundering and Anti-Fraud


We do not tolerate criminal activity 
of any kind in our business, 
including money laundering  
and fraud


Money laundering occurs when money is obtained 
through illegal activities or converted to a legitimate 
source in an attempt to disguise the illegal origin of the 
funds. It is illegal to facilitate activities involving money 
laundering and other criminal activities.


Fraud is the deliberate and dishonest use of deception 
to obtain an unjust illegal gain, or cause loss or risk 
of loss to another (usually financial). Fraudulent acts 
include forgery of documents, misappropriation of 
funds, suppliers or assets and improperly reporting of 
money or financial transactions.


You are required to comply with our Anti-Fraud 
policy. If you are engaged and/or responsible for 
payment activities, you must be diligent to ensure 
that Computacenter does not become involved in 
money laundering or fraudulent activities, and provide 
accurate descriptions in your recordkeeping. 
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Ethical Conduct 


We conduct ourselves with 
honesty and integrity 


As a global organisation, wherever we are located, 
we are united in acting with honesty, integrity, and 
in alignment with our Values. We are committed to 
high ethical standards in the conduct of our business 
activities, and we are dedicated to responsible 
and sustainable corporate management. As a 
representative of our company, we expect you to  
abide by this Code, our company policies, and the  
law. Integrity in business is non-negotiable.


When conducting business activities, you should follow 
this Code, and particularly: 


•	 Treat everyone with respect and dignity.


•	� Be open, honest, and ethical in your business 
relationships.


•	 Act with integrity and professionalism.


•	 Comply with the law.


•	 Avoid actions which could damage our reputation.


•	� Refrain from bullying, harassment, or discrimination.


Conflicts of Interest


We avoid conflicts between private 
and professional interests 


An actual or potential conflict of interest occurs when 
there is activity or a relationship outside of work that 
is competing with your loyalty or commitment to 
Computacenter. Recognise when these conflicts of 
interest arise and understand the actionable steps you 
need to take to avoid or manage them.


When making decisions related to or that affect 
Computacenter, you have an obligation to act in the 
best interest of the company. You must also avoid even 
the appearance of a conflict. If you engage in personal 
activities, investments, interests, associations or even 
a second job, which could compromise or appear 
to compromise your objectivity or commitment to 
Computacenter you must disclose this.


Disclosure and transparency are key. We expect you 
to be proactive and disclose actual or even potential 
conflicts of interest to your manager for approval. Many 
conflicts of interest can be managed, but only if you 
are forthright in disclosing them.


KEEPING PROMISES
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Confidential Information and Intellectual 
Property


We protect our confidential 
information and intellectual property 
and respect the intellectual property 
rights of others


Protecting our company’s confidential information is a 
serious matter. You have an obligation to keep confidential 
the data that you come across in your job, and to dispose 
of it properly. Confidential data should only be used for 
purposes of fulfilling your role and must not be shared 
inappropriately with third parties or colleagues. This 
commitment extends to trade and business secrets as well.


Computacenter’s intellectual property is a valuable asset 
of the company. We protect and defend our rights in 
order to maintain our competitive advantage. Intellectual 


property rights include, but is not limited to; copyrights, 
trademarks, trade secrets, service marks, patent rights, 
utility model rights and design rights. Unauthorised use of 
our intellectual property is a violation of company policy.


We also respect the intellectual property rights of others, 
and further do not condone product piracy or plagiarism.


If you believe that someone is using the Company’s or 
a third party’s intellectual property in an unauthorised 
manner or engaging in product piracy, plagiarism or believe 
that you have created any intellectual property in the course 
of your job, contact Group Legal and Compliance so that we 
can consider registering it.


Third Party Partners and Suppliers


We hold our partners to high 
standards and work responsibly with 
them


We ensure that our working relationships are professional, 
open, honest and adhere to the principles of fair business 
practices. This includes our people, customers, partners, 
suppliers, and anyone with whom our suppliers have 
business dealings. How our supply chain behaves is 
important to us and to our customers. To ensure that we are 
working with suppliers whose values and business practices 
align with ours, we conduct appropriate screening and 
require them to comply with our Supplier Code of Conduct.


When you engage with our suppliers, you are expected to 
do your part by holding them accountable and report those 
who engage in unethical or illegal behaviour or violate 
Computacenter policies. 
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Data Protection 


We are committed to protecting 
personal data that has been 
entrusted to us 


Computacenter recognises the importance of 
protecting personal data in compliance with global 
privacy requirements, including the General Data 
Protection Regulation (GDPR). We understand the trust 
placed in us by individuals and customers who provide 
us with their personal data and are committed to 
ensuring that all personal data is processed lawfully, 
fairly, and transparently. This includes ensuring that 
individuals are informed about the purposes for which 
their data is being processed and that their rights 
are respected throughout the entire data processing 
lifecycle. 


You are required to comply with our comprehensive 
Data Protection policy, which is designed to comply with 
GDPR regulations and all applicable data protection 
laws, and which sets out the standards that all 
employees, contractors, and third-party processors 
must adhere to when handling personal data on behalf 
of our company. This includes our obligations with 
respect to data subject rights, data breach notification 
and data protection impact assessments.


We believe that data privacy is a fundamental human 
right, therefore you must ensure that all personal 
data is treated with the utmost respect and care and 
that our data processing activities are conducted in a 
manner that is ethical, responsible, and compliant.


Social Media


We communicate responsibly and 
protect our reputation


Computacenter respects and understands its 
obligation to protect the company’s confidential 
information and that of its customers, partners, 
contractors, and our people.


Unless you have been granted authority in your role 
or Computacenter has authorised sharing company-
related information, you are strictly prohibited from 
speaking on behalf of the Company using social 
media. If you post on social media, be responsible and 
understand the impact of what you share. If you are not 
officially authorised to represent the Company’s view, 
you must be clear that you are speaking strictly on 
behalf of yourself and that your opinion does not reflect 
the opinion or position of Computacenter.


Social media includes, but is not limited to, social 
networking sites, blogs, vlogs, online forums, 
communicating via email, written form or even 
conversations.


UNDERSTANDING PEOPLE MATTER
CONSIDERING THE LONG TERM


PUTTING CUSTOMERS FIRST
KEEPING PROMISES


Data Protection policy







GROUP ETHICS POLICY 12


Insider Trading 


We do not trade on insider information 


Insider trading is when you buy or sell Computacenter plc shares when in possession of non-
public information, which if released publicly is likely to cause the price of Computacenter 
plc shares to go up or down.


Computacenter has a zero-tolerance policy towards insider trading, which is illegal. You are 
prohibited from engaging in or supporting insider activities. Insider trading adversely affects 
the market by making it more costly for investors, it creates the perceptions of an unfair 
market advantage and affects public confidence and our reputation. You must not trade 
when in possession of inside information and you must not assist, facilitate, or encourage 
anyone else (either inside or outside of the organisation) to do so.


You may have access to information (which may include, but is not limited to, significant 
contract awards or losses; profit performances or forecasts which are stronger or weaker 
than external market expectations; or mergers and acquisitions; or significant corporate 
activity, such as share buybacks).


If it is considered likely that you will have access to inside information as and when it arises 
as a result of your role, you will be designated as an ‘insider’ and will be subject to additional 
restrictions concerning when you may trade in the Company’s shares. You will be notified by 
the Company Secretarial Department if this is the case and will be asked to confirm that you 
are aware of and understand the Company’s Rules on Share Dealing.


Tax Evasion


We have a zero-tolerance approach to all forms of tax 
evasion


Computacenter commits to paying all taxes due in jurisdictions where it operates and takes 
a zero-tolerance approach to any activities that would cause Computacenter to evade tax 
or facilitate tax evasion by third parties. Causing or facilitating tax evasion is a violation of 
company policy and tax evasion is also illegal. You are not permitted to take any actions, nor 
enter into any transactions which cause you or Computacenter to evade tax or facilitate tax 
evasion by any third party.


You are required to report any activities that may lead to a violation of this policy 
requirement and should do so by either notifying Group Legal and Compliance or by using 
Computacenter’s confidential whistleblowing provider, Safecall. 


In addition to the above, Computacenter commits that it shall not conduct its business 
activities nor structure itself in a way that is designed solely to avoid paying tax that would 
otherwise be due.
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Diversity and Inclusion


We strive for a culture of belonging


We strive to create a culture where everyone feels that they belong and can be 
themselves. We are an organisation where people are valued, respected, and 
supported to reach their full potential.


We will continue to foster an environment which enables our people to speak 
openly and ensure they have the knowledge they need to promote a positive 
and inclusive environment for all.


For us, diversity means making sure that all our systems and processes, and 
our organisational culture, allow us to attract, retain and promote diverse 
talent. We recognise the differences, strengths, gaps and experiences our 
people have and then work to support them to develop their skills and careers 
to be the best they can be.


As a global based organisation, we have our footprint in many parts of the 
world, serving an equally diverse customer base. We know that having diverse 
teams working together gives us a competitive advantage and helps us to 
better reflect and understand our colleagues, customers, and partners.


UNDERSTANDING PEOPLE MATTER


GROUP ETHICS POLICY 13







GROUP ETHICS POLICY 14


Human Rights and Labour Standards 


We support and respect the 
internationally recognised human 
rights of all people


At Computacenter, we stand by our Values when we say, 
“People Matter.” We will not tolerate, or be complicit in, 
human rights violations or abuses, and we hold our 
suppliers and partners to the same high standard. This 
includes modern slavery, or violating fair labour, child  
labour and wage practices.


Engaging, supporting, or promoting human trafficking is 
illegal, against our policy and immoral.


Our approach to human rights and labour standards 
means that we have adopted the principles of the UN Global 
Compact, the Universal Declaration of Human Rights, the 
UN Conventions on Rights of the Child, and the International 
Labour Organization. 


Accordingly, we have adopted the following and believe that 
our suppliers should do the same.


•	 Adhere to local and national laws.
•	� Provide wages, benefits and conditions of work that are 


just and fair with transparent payment terms, and which 
are sufficient to satisfy the basic needs of workers and 
their families.


•	 Prohibit violence, harassment, and intimidation.
•	� Prohibit the use of worker-paid recruitment fees or 


bonded labour.
•	 Prohibit compulsory overtime.
•	 Prohibit all forms of child labour.
•	 Prohibit discrimination.
•	� Prohibit confiscation of workers original identification 


documents.
•	� Provide access to remedy, compensation, and justice  


for victims of modern slavery.
•	� Ensure that workers are free to terminate their 


employment.
•	� Ensure workers have freedom of movement.
•	� Ensure that working hours comply with national 


legislation and applicable international guidelines.
•	� Ensure workers have freedom of association and the 


right to collective bargaining.
•	� Have in place speaking-up/whistleblowing and grievance 


procedures so that workers can communicate regarding 
working conditions without fear of reprisals.


•	� Comply with any applicable “hidden worker” or similar 
legislation.


These are examples of non-acceptable practices but our 
approach to human rights and labour standards is not 
limited to this list.


It is important for you to understand this policy and act 
in a way that supports this, particularly when working 
with our suppliers. We expect our suppliers to share this 
commitment to combat human trafficking practices where 
they source goods, materials, and services. Furthermore, we 
expect you to report when you suspect a violation of human 
rights in connection with our business (see ‘Reporting 
Concerns and Speaking up’ on page 19 of this policy).
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Non-Discrimination


We promote an ethical workplace and will not accept 
discrimination


We have a zero-tolerance approach to discrimination that extends to all aspects of the 
employment relationship, including, but not limited to, hiring, promotions, working conditions, 
compensation, and benefits. We strongly believe in and work to create an environment of 
equal opportunity for all and build equity by recognising the differences, strengths, gaps and 
experiences our people have and then work to support them to develop their skills and careers 
to be the best they can be. All such decisions are made by using objective standards based on 
the individual’s qualifications and experience as they relate to the particular job. 


All our people should be free to be themselves and not fear differential treatment in the 
workplace because of their personal characteristics including (but not limited to) race, colour, 
religion, sex, sexual orientation, gender identity or expression, national origin, age, disability, 
marital status, pregnancy, citizenship, genetic information, socio-economic status, union 
membership, caste or any other personal characteristic, or any trait or status that is protected 
by law (which may vary from country to country).


We will actively work to reinforce this and will not tolerate discrimination or other unacceptable 
behaviour that contradicts this, regardless of whether this is real or perceived. You must 
respect and protect the rights of others by not engaging in discriminatory or unfair treatment 
of others and have an obligation to speak up and report others who engage in discriminatory, 
unfair, or abusive practices. 


Anti-Harassment


We maintain a positive work atmosphere where all are 
treated with mutual respect


We have zero-tolerance policy when it comes to harassment and believe that no one should be 
a target of harassment, either by a manager, colleagues or even third parties or customers. 


Harassment (in some countries referred to as mobbing) includes, for example: 


•	� Giving nicknames to people that are unwanted and/or capable of being connected to a 
perception of someone, slurs, or negative stereotyping


•	 Threatening, intimidating or hostile acts
•	 Degrading jokes and/or ‘banter’
•	� Producing and/or sharing written or graphic material that degrades, affects someone’s 


dignity, or shows hostility or aversion toward an individual or group 


Workplace bullying can include: 


•	� Verbal, written or electronic bullying: slandering, ridiculing, or belittling a person or their 
family; persistent name calling that is hurtful, insulting, or humiliating; using a person as 
butt of jokes; and abusive remarks 


•	� Gesture bullying: non-verbal threatening gestures, or glances which can convey threatening 
messages 


•	� Exclusion: socially or physically excluding or disregarding a person in work-related activities


If you believe that you are a victim of harassment either physical or verbal, or you witness it, we 
want you to report the incident immediately to your manager or via our Speak Up process.
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Workplace Violence


We have zero-tolerance policy when it 
comes to acts of threats of violence


Violence in the workplace includes verbal and physical 
threats of harm. You are prohibited from bringing weapons 
on the Company site or customer sites.


If you witness or are a victim of workplace violence, report 
the situation immediately to your manager or via our Speak 
Up process. For threat of violence that puts you or others at 
serious risk, contact the local authorities immediately and 
then inform Computacenter as soon as practically possible.


Safety in your Workplace


We take steps to create a safe secure 
workplace for everyone


At Computacenter, people matter, and we prioritise a safety-
first work culture. We are committed to providing a safe 
working environment that supports accident prevention 
and minimises exposure of our people to health risks and 
hazards. These health risks exposure include maintaining a 
smoke and vape free work environment for our people which 
means that both smoking and vaping is only permitted in set 
areas of our premises.


Complying with applicable industrial, health, safety, and 
environmental standards is critical to our business. You must 
take all necessary measures to comply with our health and 
safety policies and procedures. Report all workplace safety 
concerns or incidents to your designated health and safety 
officer, including anything that could lead to a violation of 
the law, regulations, or our policies.


Substance Abuse


We care about your health and safety


You are responsible to ensure that your performance is 
not impaired due to alcohol, drugs, or medication. This is 
irrespective of whether the taking of the substance is legal 
or not.


Moderate consumption of alcohol on Computacenter 
premises or those of a customer or business partner is 
only allowed in exceptional circumstances. For example, 
this could include team celebrations, project completion, 
organised Computacenter staff events, or when a customer 
or business partner invites you to an event involving 
moderate consumption of alcohol on special occasions. 
If you are unclear when this may be, please speak to your 
manager. Be aware that you remain responsible for your 
actions after consuming alcohol.


You are strictly prohibited from consuming or possessing 
illegal drugs on Computacenter premises or on those of a 
client or business partner.


If you are concerned about drug, alcohol, or medication 
dependency, we encourage you to seek professional medical 
advice or contact HR for information and resources available 
to you.
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Sustainability


We are committed to environmentally 
sustainable practices


In order to deliver against our Winning Together Values, we must adopt 
sustainable practices, and have organised our sustainability strategy into 
three areas: People, Planet, and Solutions.


Across all the countries and territories where Computacenter operates, 
we have a commitment to minimising our ecological footprint for our 
people, planet, and global communities. We are taking tangible steps to 
measure and mitigate our environmental impact and secure sustainable 
business practices for the long-term. Our commitment to sustainable 
operations puts longevity in the driving seat with policies and practices 
aimed at safeguarding our business, people, and environment against 
risks, known and emerging. This includes recognising and understanding 
our environmental impact within our operations and practices as well as 
understanding how we can further our efforts in this area. 


We expect you to do your part to support our sustainability strategy by 
adopting environmentally sustainable practices in your daily business 
activities including recycling, conserving power, and water, reducing waste, 
and actively reporting violations of our policy or the law. We also encourage 
you to seek out partners and customers who are environmentally 
responsible and who align with our sustainability strategy. 
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Land, Forest, Water Rights and Forced Eviction


We are committed to the protection of  
human rights 


Computacenter supports the protection of human rights especially when  
it comes to unlawful eviction and the prohibition of unlawful taking of 
land, forests and water in the acquisition, development or other use of 
land, forests, and waters.


Computacenter believes in supporting the rights of others to have access 
to water and sanitation. You must do your part to abide by this and ensure 
that we are working with suppliers, business partners and customers 
that seek to avoid any impacts to land, forests, or water in areas where 
they operate and, if not feasible, they should adopt mitigation measures 
that remedy the impact. This includes avoiding forced evictions or 
resettlement of any acquired land for their operating activities.
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Reporting Concerns and Speaking Up (Whistleblowing)


We encourage and promote a ‘speak up’ culture. If you see something, say something.


We want you to speak up if you have a concern, as soon as possible, over any activity by Computacenter, 
our people, or our representatives that you believe in good faith is in breach of this Code or relates 
to wrongdoing by Computacenter. Reportable offences also include suspected criminal activity or 
misconduct that may damage our business, reputation, or brand. No one person is responsible, 
collectively we each have an obligation to report. Also, “turning a blind eye” deliberately is not acceptable 
and may be tantamount to a violation.


You can report your concerns to the following:


Safecall is our independent whistleblower hotline,  
which you can call 24 hours a day, 365 days a  
year. Any reports submitted will be treated with  
confidentiality and anonymously if you choose. 


Contact Safecall using the phone numbers listed 
here, via email at computacenter@safecall.co.uk, or 
by submitting a report at www.safecall.co.uk/report 


For more information, including details about  
using Safecall and how to report specific types  
of concerns, see our Speak Up policy. 


•	 A manager


•	 A member of the HR Team


•	 The Group Chief People Officer


•	 The Group Legal and Compliance Director


•	� Any member of the Group Legal and 
Compliance management team


•	� Via Safecall (available 24/7, 365 days a year)


Each of the parties listed above has an obligation to keep the information reported and the identity of the 
whistleblower confidential. Once a report is received, we will conduct a prompt, independent and impartial 
review of the matter, and if necessary, take appropriate measures to resolve or correct it. Managers have 
an obligation to report concerns. 


Note that you also have the right to communicate or report your concern to the appropriate regulatory 
agencies directly.


Non-Retaliation


Computacenter does not tolerate retaliation against anyone who in good faith raises concerns or 
questions regarding a potential violation of the law or Computacenter policies. You are strictly prohibited 
from retaliating against anyone who makes a good faith complaint or assists Computacenter in an 
investigation of misconduct, a legal violation or any potential violation.


Speak Up policy


GROUP ETHICS POLICY 19







GROUP ETHICS POLICY 20


Thank you for checking. This decision 
appears to comply with our Code


No


No


No


No


No


Does your decision reflect our Winning Together 
values and Computacenter culture?


Is it legal and ethical?


Is it good for Computacenter?


Does it avoid causing harm to my colleagues?


Would it be ok if it were known publicly 
or reported in the news?


Yes


Yes


Yes


Yes


Yes


If you cannot answer with 
a resounding “Yes” to all of 
these questions, it’s time 
to talk with your manager, 
or consult with the Group 
Legal and Compliance team 
for guidance.


Ethical Decision Tree


If you have a question about whether a particular 
business activity aligns with this policy, use the Ethical 
Decision Tree Logic to guide you on the right path here. 


For further assistance, contact Group Legal and 
Compliance at mb.compliance@computacenter.com


ONE CC - Group Legal and Compliance







Computacenter is a leading independent technology and services 
provider, trusted by large corporate and public sector organisations. 
We help our customers to Source, Transform, and Manage their IT 
infrastructure to deliver digital transformation, enabling people and 
their business. Computacenter is a public company quoted on the 
London FTSE 250 (CCC.L) and employs over 20,000 people worldwide.


Computacenter UK Ltd 
Hatfield Avenue, Hatfield, Hertfordshire 
AL10 9TW, United Kingdom


www.computacenter.com
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Equality & Respect at  
Work Policy  
 
 


Who does this policy apply to? 
 
This policy is for anyone directly employed by Computacenter CC (UK) Ltd (‘CC’ or ‘we’ or ‘us’).  
  
This policy isn’t part of your contract of employment and does not create contractual rights  
or obligations, so we’re able to change it if we need to from time to time, or we may deviate  
from it where we consider it appropriate for us to do so.    
 


Why do we have this policy?  
 
It’s really important to us that our workplace is fair and a place where people are treated with 
respect. CC believes that every employee has the right to be treated equally and with respect in 
the workplace and we are committed to creating an environment of positive working relationships. 
 
This policy tells you what we mean by Equality and Respect at Work and what you can do if you 
feel you are experiencing any unwelcome behaviour or treatment.  
 
The aim of this policy is to make sure that all employees understand that they have a duty to 
respect everyone they work with including colleagues, contractors, clients and partners and to 
promote positive working relationships. You and everyone you work with has the right to be 
treated with equality and respect and the right to speak to someone about actions, language or 
behaviour you don’t believe is in line with this policy. By addressing unacceptable behaviour and 
promoting positive behaviours this helps to promote our culture and values. 
 


What does this policy mean for me? 
  
Equality and Respect at Work basically means that every employee has the right to feel valued 
and that people are treating them with fairness and respect. 
 
We want you to enjoy working at CC and never feel you’ve been discriminated against, victimised, 
bullied or harassed in any way.  We take these issues very seriously and will always work with 
you to resolve any concerns or problems if they are encountered. 
 


Responsibility of Managers: 
 


Managers at CC are responsible for setting a good example by making sure they act in the 
right way, they promote equality, inclusion and genuinely respect people’s differences and 
have a key part in ensuring that this culture is in place within and across teams.  


  
Managers have a responsibility to do all they can to prevent, stop and challenge 
unacceptable language or behaviour and to take any appropriate action if it occurs. They 
should encourage the correct behaviours and manage people in a professional and 
respectful manner. Managers also have a responsibility to make sure these standards of 
behaviour and our values are known to employees.  
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Responsibility of Employees: 
 


It’s also very important that you act in the right way too and treat everyone with respect. 
This is expected of you whether you are at work, on social media (please see our Social 
Media policy) or at company organised work events e.g. Christmas parties.  
 
Don’t encourage or ignore unacceptable behaviour and if you’re worried about anything 
that you may have seen or heard then please speak to your manager straight away. 
 
So that we can support you at work (or in a recruitment process) we want you to let us 
know if you have any impairment or disability.  If this is the case, we’ll make adjustments 
where possible (i.e. to equipment), to try and help you at work where we can. 


 


What are bullying, harassment and discrimination? 
 
These types of unfair treatment can be experienced in different ways. For example, depending 
on the type of treatment, it might: 
 


• be a regular pattern of behaviour or a one-off incident 


• happen face to face, on social media, in emails or phone calls 


• be spoken or written words, imagery, graffiti, gestures, jokes, pranks or unwanted 
physical behaviour 


• happen in the workplace or at work social events 


• not always be obvious or noticed by others 
 


If you feel you’re being treated unfairly, it's important to understand whether it might be: 
 


• bullying 


• discrimination 


• harassment 


• victimisation 
 
Being bullied – this is any type of behaviour that is unwanted and makes you feel uncomfortable.  
It could be a misuse of someone’s power that’s intended to undermine or embarrass someone.  
Bullying can also be one person against another or may involve groups of people. It can be face 
to face, verbally or include cyber bullying using social media and can leave you feeling frightened, 
less respected or put down, made fun of or upset. 
 
Examples of bullying in the workplace could include: 
 


• spreading a false rumour about someone 


• putting someone down in meetings 


• not allowing someone to go on training courses, but allowing everyone else to 


• giving someone a heavier workload than everyone else 


• excluding someone from team social events 


• putting humiliating, offensive or threatening comments or photos on social media 


• someone consistently undermining their manager’s authority  
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Being discriminated against – by law, this is when someone’s treated unfairly because of a 
‘protected characteristic’ and can be direct or indirect: 
 


• Direct Discrimination is when someone is treated worse than someone else because 
of a protected characteristic; or if they know or associate with someone who is covered 
by any of these e.g. a parent with a disabled child, or because of a protected 
characteristic that people believe you have (even if you don’t) e.g. treating someone 
differently because you think that they may be homosexual 


• Indirect Discrimination is when a rule or arrangement is put in place which seems fair, 
but in practice disadvantages a protected group, e.g. if you weren’t allowed to wear 
anything on your head this could indirectly discriminate against you because of your 
religion 


 
Being victimised – this is when someone is treated unfairly because they’ve made a complaint 
or supported someone’s complaint to do with a ‘protected characteristic’, or someone thinks they 
have or might do and treats them unfairly due to this.  If it’s found you’ve victimised someone in 
this way, you may say you didn’t mean it or that you didn’t know it could be seen as victimisation, 
however this would still be considered victimisation. 
 
Unacceptable behaviour – this could be anything that is offensive to someone else.  It could be 
something like inappropriate jokes, contact, emails, nicknames or language 
 
Being harassed – this is when bullying or unwanted behaviour is related to any of the ‘protected 
characteristics or sexual harassment under the Equality Act 2010.  The protected characteristics 
are age, disability, gender reassignment, race, religion or belief, sex and sexual orientation. For 
the behaviour to be defined as harassment, the unwanted behaviour must have either: 
 


• violated the person's dignity, whether it was intended or not 


• created a hostile environment for the person, whether it was intended or not 


• It could be a one off, or something that has happened more often 
 
The law on harassment also applies to: 
 


• a person being harassed because they are thought to have a certain protected 
characteristic when they do not 


• a person being harassed because they're linked to someone with a certain protected 
characteristic 


• a person who witnesses harassment because of someone else's protected 
characteristic and is upset by it 


 
Sexual harassment – this is also unwanted behaviour but is of a sexual nature. The law (Equality 
Act 2010) protects the following people against sexual harassment at work, employees, 
contractors, and self-employed people hired to personally do the work or job applicants. All UK 
Employers have a duty to take steps to prevent sexual harassment in the workplace from the 
Worker Protection (Amendment of Equality Act 2010) Act 2023.  
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Sexual harassment can happen to men, women and people of any gender identity or sexual 
orientation and can be carried out by anyone of the same sex, a different sex or anyone of any 
gender identity. 
 
The unwanted behaviour is the same as other types of harassment and must have either: 
 


• violated someone's dignity, or; 
• created an intimidating, hostile, degrading, humiliating or offensive environment for 


someone 
 


Some examples of sexual harassment may include things like:  
 


• making sexual remarks about someone's body, clothing or appearance 
• asking questions about someone's sex life 
• telling sexually offensive jokes 
• making sexual comments or jokes about someone's sexual orientation or gender 


reassignment 
• displaying or sharing pornographic or sexual images, or other sexual content 
• touching someone against their will, for example hugging them 
• sexual assault or rape 


 
What some people might consider as joking, 'banter' can still be considered sexual harassment. 
The person’s intention may not be to sexually harass someone, however if the action has been 
sexual in nature and the effect of it has violated someone's dignity, or created an intimidating, 
hostile, degrading, humiliating or offensive environment; then it would be considered as sexual 
harassment. Similarly, if the action was intended to sexually harass someone but it did not have 
that effect, then this may also be considered as sexual harassment.  
 


What should I do if I’m worried? 
 
If you feel that someone isn’t treating you fairly, you can try to talk to them, explain what they’ve 
done and how this makes you feel, if you feel this is appropriate. In some situations, for example 
sexual harassment this may not be appropriate.  
 
You can also talk to your manager as soon as you can. They’ll listen to you and look at what could 
be done to resolve it as soon as possible.    
 
If you don’t feel that you can talk to your manager or your managers manager you should contact 
a member of the HR Team, who will help you to sort out the issue and give you advice about what 
options are available for you. You can make initial contact by emailing the HR Helpdesk  
HR.Helpdesk@computacenter.com . 
 
We will always take any complaint of bullying, harassment, discrimination or victimisation 
seriously. If we can’t sort out the problem informally, our Grievance policy explains how to raise 
your concerns.  If you work for a third party (i.e. an agency) you’ll need to contact them directly.  
 
 
 
 



mailto:HR.Helpdesk@computacenter.com
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Alternatively, you can also raise a concern through our external whistleblowing reporting service; 
Safecall, details of which can be found in our Group Speak Up Policy .  
 
If we find out someone has behaved in an unacceptable way, or if a complaint has been raised 
with malicious intent, the person can face serious consequences through our disciplinary 
procedure (up to and including summary dismissal).  


 
What support will be given? 
 
We know the types of things we are talking about in this policy can be very hard to deal with.  If 
you feel you need extra support, we’ve got our free Employee Assistance Programme (EAP) that 
may help you. This is a completely confidential service, so if you tell them things we don’t know 
about and you want us to help with, you’ll need to let us know too. You can find details of EAP on 
the My Wellbeing OneCC page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



https://www.computacenter.com/docs/default-source/ethics-conduct/group-speak-up-policy-en.pdf

https://computacenter.sharepoint.com/sites/ONE_CC_People_MyWellbeing/SitePages/Employee-Assistant-programme---Health-assured.aspx?web=1





 


Equality and Respect at Work Policy V6.0 – UK People Advisory Team  
Date of last review – October 2024 
Date of next review – October 2025 
Classification: Internal 
This is uncontrolled when printed 


DOCUMENT CONTROL 
DOCUMENT PURPOSE, SCOPE AND STATUS  
 


 
 
DOCUMENT APPROVAL & GOVERNANCE  


 Version 
Number  


Date  Action  Author  Function  


V1.0  05/01/2019 
Approval 


C Grant UK HR Legal  


V2.0  31/03/2021 
Approval  C Dunlop-


Grant  
UK HR Legal   


V3.0 30/03/2022 Approval 
C Dunlop-
Grant 


UK HR Legal 


V4.0 03/05/2023 Approval C Comer  UK HR Legal 


V5.0 01/05/2024 Approval C Comer  UK HR Legal 


V6.0 24/10/2024 Approval C Comer UK HR Legal 


 
 DOCUMENT REVISION HISTORY  


Version 
Number  


Date  Author  Description of modifications  


V1.0  04/01/2019 P Camm (HR) New policy put together using foundations of expired Dignity at Work Policy 


V2.0  30/03/2021 C Comer (HR) 
Updated definitions of bullying, harassment, victimisation and updated HR 
contact details. 


V3.0 29/03/2022 C Comer (HR) Added new MyWellbeing Page Link and updated introduction 


V4.0 26/04/2023 A O’Sullivan Reviewed formatting and layout 


V5.0 30/04/2024 A O’Sullivan Reviewed formatting and layout 


V6.0  21/10/2024 A O’Sullivan 
Updated content in relation to sexual harassment definitions and support 
available 


 
 


Topic  
 UK People Advisory Team Policies – Equality & Respect at Work (previously Dignity at 
Work) 


Purpose  
Provide advice and guidance on expected behaviours and unacceptable behaviours including 
examples of discrimination, bullying, harassment and victimisation. In addition to detailing how to 
raise a concern and the support provided 


Scope  
Applies to those who are directly employed by CC. This policy does not form part of an 
employment contract and therefore may be changed from time to time by CC.  


Status  Final  


Version as of  October 2024 


Duration  Maintained on One CC under HR Policies for as long as it is published.  


Classification  Internal (uncontrolled when printed)  


Revision 
Cycle  


1 Year  


Next revision 
by  


October 2025 






image5.emf
dealing-with-public-o fficials-policy EN (2).pdf


dealing-with-public-officials-policy EN (2).pdf


 


Dealing with Public Officials Policy 
Date of last review – October 2014  
This is uncontrolled when printed 


 
 
 


Dealing with Public Officials Policy 
 
 
 
Computacenter (UK) Limited 
 
Dealing with Public Officials Policy (the “Policy”) 
 


Associated Policies 
 
This policy should be read in conjunction with the Company’s Anti-Bribery and Corruption Policy and 
Anti-Bribery and Corruption Code of Conduct.  
 
 


Why do we have this Policy?  
 
Computacenter (the “Company”) has a ‘Dealing with Public Officials’ Policy to demonstrate its 
commitment to conducting its business with Public Officials in accordance with applicable laws and 
regulations in jurisdictions within which it operates and in a way which will maintain and enhance its 
reputation.  
 
Computacenter strictly prohibits any activity that seeks to bribe, corrupt or otherwise influence a Public 
Official (as defined in this Policy) in any country (i) to gain a business advantage, or (ii) for that Public 
Official to act (or omit to act) in a way that differs from that official’s proper duties, obligations and 
standards of conduct. 
 
 


Who is a Public Official? 
 
This is an individual who: 
 


 Holds a legislative, administrative or judicial position of any kind whether appointed or elected; or 


 Exercises a public function for a country or territory, or any public agency or public enterprise of 
that country or territory; or 


 Acts as an official or agent of a public international organisation 
 
Whilst the list set out below is non-exhaustive, the definition of a Public Official will include the following: 
 


 An employee, official or contractor of a government body or state-owned enterprise (e.g. a state-
owned bank, state-owned transport company or state-owned hospital etc) 


 A person performing the duties of an officer or position created under a law of a country or by the 
custom or convention of a country 


 A person in the service of a government body including a member of the military or the police 
force 


 A politician, judge or member of the legislature of a country 


 An employee, contractor or person otherwise in the service of a public international organisation 
(such as the United Nations) 


 An individual who is or who holds himself or herself out to be an authorised intermediary of a 
Public Official (as defined against the points above) 
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Who does this Policy apply to? 
 
This Policy applies to all directors, employees (whether permanent, temporary, casual, part time or on 
fixed term contracts), agency staff, consultants, contractors, trainees, seconded staff, interns, sponsors 
and agents (third party representatives) who work at or on behalf of the Company, as well as 
Computacenter’s partners, suppliers and vendors, and any other person associated with us, wherever 
located.  
 


What is a Bribe? 
 
A ‘bribe’ can be any inducement or reward offered, promised or provided in order to make a person act 
improperly, or to reward them for having done so. It is important to recognise that a bribe can be 
anything of value, and therefore is not only related to the payment of money. For example, it could 
include offering entertainment, gifts, travel, job offers and advantages for family or friends.  
 


Prohibited Behaviour 
 
Under this Policy, you (and anyone acting on your behalf) must not: 
 
Bribe a Public Official 
We should be particularly aware when dealing with Public Officials (as defined directly above) and 
ensure that our interactions with such Public Officials do not provide any advantage, incentive or reward 
for their past, present or future willingness to recommend, purchase, pay for, authorise, approve or 
supply any product or service or provided by the Company, or to make any other decision which is 
favourable to the Company. 
 
Make a ‘Facilitation Payment’ 
Computacenter also prohibits facilitation payments being made to Public Officials on its behalf. These 
will include payments made to any Public Official in any country to expedite or secure the performance of 
routine governmental action (e.g. to facilitate the expedition of applications for visas, minor licences or 
permits etc.).  
 
A ‘Facilitation payment’ includes any payment or advantage (no matter how small) given to a Public 
Official to encourage the performance of, or to speed up the performance of, an existing duty. For 
example, this could include ‘grease payments’ to customs officials to speed up standard import 
processes or to a Public Official to arrange connection to local utilities such as water, electricity or 
telephone.  
 
The Company will not tolerate or condone the making of such payments by any employee or any third 
party acting on its behalf, regardless of its amount. However, the Company will also not jeopardise the 
safety of its employees and if you consider your personal safety to be threatened as a result of not 
complying with a request for a Facilitation Payment, the Company will not consider such a payment to be 
a breach of this Policy. In any such instance, such payments must be recorded and reported to the 
Group Company Secretary or Group Head of Legal and Contracting within 7 working days of them taking 
place. If relevant, these may then be reported to local authorities.  
 


How do we apply this Policy? 
 
Computacenter has developed this Policy and its associated procedures in line with applicable laws 
which specifically prohibit bribery of Public Officials. Computacenter seeks to engage third parties and 
agents who may act on its behalf only if they are willing to commit to the same principles as set out in 
this Policy.  
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Lobbying, Political Donations and Secondments 
 
Any form of Lobbying (the act of attempting to influence decisions made by officials in the government) 
may only be carried out with the e-mail approval of the Public Sector Director.  
 
Any form of political donation made on behalf of the Company is prohibited, and further detail on this can 
be found in the Company’s Anti-Bribery and Corruption Policy. Attendance at party political conferences 
may not be made by any employee in any capacity where they are, or may be deemed to be, 
representing the Company, without the prior approval of the Computacenter plc Board of Directors.  


 
The secondment of any individual from or to the Public Sector should receive prior approval from the 
Group Company Secretary or the Group Head of Legal and Contracting, prior to that secondment being 
agreed.  
 
The implementation of appropriate procedures to comply with this Policy will include, amongst other 
things:  


 


 Increased monitoring of the Gifts and Hospitality registers for those teams who include 
any individual likely to interact with a Public Official as part of their role with 
Computacenter; and 


 


 Every third party or intermediary who is authorised to engage with a Public Official on 
behalf of Computacenter being required to read and acknowledge their understanding of 
the Company’s Anti-Bribery and Corruption Policy, Anti-Bribery and Corruption Code of 
Conduct and Dealing with Public Officials Policy;   


 


Other Considerations 
 
Public Officials often have their own Code of Conduct relating to acceptance of gifts, entertainment and 
hospitality. These guidelines generally provide that acceptance of gifts or hospitality will be inappropriate 
in a range of circumstances, including where the provider of the gift or hospitality is involved in a tender 
process or is the subject of a decision within the discretionary power or substantial influence of the 
government employee concerned. However, outside such circumstances, most guidelines do permit 
some acceptance of hospitality in circumstances where that hospitality may genuinely assist the public 
organisation in developing and maintaining constructive relationships with its third party providers. 
All individuals must comply with the terms of the Company’s Anti-Bribery and Corruption Policy in any 
event. Where the giving or receipt of Gifts, Hospitality or Entertainment is to or from a Public Official, 
then regardless of its value, it must be approved by e-mail by your line manager, and a Senior Manager 
who must be a direct or indirect line manager of the person giving or receiving the hospitality.  
Additionally when providing gifts, hospitality, entertainment or any other benefit directly or indirectly to a 
Public Official, the individual providing the benefit must make sure that it:  
 


 is aimed at nothing more than general relationship building;  


 could not be perceived as an attempt to gain influence in respect of any particular matter;  


 complies with all relevant governmental codes; and  


 is lawful in the country in which made. 
 
(together, the ‘Public Official Expenditure Requirements’). 


 
If you are providing the gift or entertainment to a Public Official, it is your responsibility to ensure that it 
satisfies the requirements of the Public Official Expenditure Requirements.  



http://en.wikipedia.org/wiki/Government
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 It complies with local law in the country in which made;
 It is given in the name of Computacenter, and not in the name of any 


individual;
 It is appropriate in the circumstances and would not cause Computacenter 


any embarrassment if it was reported publicly;
 The Gift, Entertainment and Hospitality:


a) Is of an appropriate type
b) Is of an appropriate value
c) Is given/received at an appropriate time


 It is given openly (not secretly) and recorded as such on a Gifts, 
Entertainment and Hospitality register; and


 It complies with the rules of the other company, from where we receive or to 
where we offer a gift or an invitation.


 If given with the intention that it will result 
in a specific business advantage for 
Computacenter in obtaining or retaining 
business;


 It is done in ‘return for a favour’. 


It is prohibited:It is acceptable if:


Gifts and Hospitality
GROUP ANTI-BRIBERY & CORRUPTION POLICY REQUIRES A GIFTS & HOSPITALITY REGISTER
Computacenter permits reasonable and proportionate Gifts, Entertainment and Hospitality being given to and received from 
third parties. 







When to register


 All Gifts, Entertainment and Hospitality 
must be recorded in the G+H Registers 
when valued from 35 pounds / 40 euros 
/ 45 US dollars*.


Principles: 


 *All currencies must be equivalent to 
the stated thresholds – please use 
current exchange rates where required.


 A prior written approval is required from 
a Senior Manager when Computacenter 
are in a tender/offer phase with a third 
party when giving or receiving Gifts, 
Entertainment and Hospitality.


 **A Senior Manager is defined as 
someone directly reporting into a Group 
Executive member 
(a Group Executive member is someone 
directly reporting into CEO Mike 
Norris).


 If you have any questions regarding 
thresholds,  please contact 
mb.compliance@computacenter.com 


for the following thresholds:


 From 125 pounds / 150 euros / 165 US 
dollars* (single person / single event).


 From 500 pounds / 600 euros / 660 US 
dollars* (group of persons / single 
event).


 From 650 pounds / 770 euros / 850 US 
dollars* (single person / cumulated over 
3 months).


 Regardless of the value, prior written 
approval is required by a Senior 
Manager** before offering Gifts, 
Entertainment or Hospitality to a Public 
Official, or if it is provided also to friends 
or family members of the recipient.


3


Gifts and Hospitality
GROUP WIDE G&H THRESHOLD VALUES


Prior written approval is required by a 
Senior Manager**
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Gifts and Hospitality  


 Are you planning to invite an external party to an event, or offer a gift?


a) Ensure to check the value – is it £35 / €40 / $45 or above?


b) Ensure to check if an approval is required 


 Do you know in advance, if you will be invited to an event or offered a gift by an external party?


a) Ensure to check the value – is it £35 / €40 / $45 or above?


b) Ensure to check if an approval is required 


 Have you received an invitation or Gift?


a) Ensure to check the value – is it £35 / €40 / $45 or above?


b) Ensure to check if an approval is required 


 You must ensure the country you are entering your G&H in the correct register this includes:


 enter your G&Hs in the register for the country you are employed, (for example, if you are employed by Computacenter Belgium but report to a manager 


who is based in UK, you must continue to enter your G&H entry in the Belgium register and NOT UK)


 if you are on a secondment, ensure to input your entries into the register/country you are seconded to


 All registers can be found here 


 Check whether Computacenter are in a bid or tender phase with the customer/supplier. If you are unsure contact your line manager as first point of contact.


RESPONSIBILITY OF AN EMPLOYEE



https://computacenter.sharepoint.com/sites/ONE_CC-GLC-Compliance/SitePages/G-H.aspx
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Gifts and Hospitality  


 Ensure you have read and familiarised  yourself with the Group Anti Bribery and Corruption Policy 
 Ensure you have completed the latest e learning which can be found here
 The information you provide for each entry must be true and accurate to the best of your knowledge. 
 If there are any updates or corrections required after submission you can edit and update your entries
 All entries are subject to review by delegates and anonymous selection via the compliance team for audit purposes
 Ensure to remember to log any expenses related to G&Hs in the expense tool as well as in the G&H register(s) 
 Use the comments field in the register to give any additional information if necessary
 Ensure to keep a copy of your written approvals for G&Hs as its your responsibility to ensure you obtain and hold them
 You are responsible to enter your own entries, you should avoid entering G&Hs on behalf of someone else unless you 


are entering on behalf of senior manager
 If you have any Compliance related questions, please contact: mb.compliance@computacenter.com  


RESPONSIBILITY OF AN EMPLOYEE



https://computacenter.sharepoint.com/sites/ONE_CC-GLC-Compliance/Antibriberyandcorruption/Forms/Group.aspx?FilterField1=Compliance%5Fx0020%5FArea&FilterValue1=Anti%2Dbribery%20%EF%BC%86%20Corruption&FilterType1=Lookup&FilterDisplay1=Anti%2Dbribery%20%EF%BC%86%20Corruption&viewid=469c0969%2D44c6%2D41e9%2D91d4%2D64cfb0368f71

https://compcenter.plateau.com/learning/user/personal/landOnPortalHome.do?fromSF=Y&fromDeepLink=true&pageID=

mailto:mb.compliance@computacenter.com
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Gifts and Hospitality  


KEY POINTS:
 The flag will tell you which country’s register you 


are in.
 Who the delegate(s) is/are for the register
 Make sure you click the correct option, i.e.: 


 Click giving if you are giving any G&H to an 
external party


 Click receiving if you received or have been  
offered any G&H from an external party


 You will have visibility of your entries only, 
however:
 The owner and delegates can view all entries 


of all employees within that register
 For further guidance and access to the 


relevant policies all employees can access 
the Group Compliance Site


LANDING PAGE FOR EACH G&H REGISTER SCREEN SHOT



https://computacenter.sharepoint.com/sites/ONE_CC-GLC-Compliance
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Gifts and Hospitality  
GIVING G&H – SCREEN SHOT


KEY POINTS:
 If an external party declines a Gifts, Entertainment or Hospitality,


you must still enter it into the register


 Remember to select what business area you sit in (your register 
may have a drop down to select from)


 Remember to obtain prior written approval, where required 
 Familiarise yourself with the thresholds stated on slide 3 
 Remember to keep/store your approvals for your reference 
 Remember to read the small print under ‘Agreement’ 


acknowledging your submission
 Use the comments field to add as much details as possible 
 If you are unsure about tender or offer phase, please contact your 


line manager first
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Gifts and Hospitality  
RECEIVING G&H – SCREEN SHOT


KEY POINTS:
 If you decline an external party’s Gifts, Entertainment and 


Hospitality invitation, you must still enter it into the register


 Remember to select what business area you sit in (your register 
may have a drop down to select from)


 Remember to obtain prior written approval where required 
 Familiarise yourself with the thresholds stated on slide 3 
 Remember to keep/store your approvals for your reference 
 Remember to read the small print under ‘Agreement’ 


acknowledging your submission
 Use the comments field to add as much details as possible 
 If you are unsure about tender or offer phase, please contact your 


line manager first
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Anti-Bribery & Corruption: Golden Rules EN v3.1 – see also A B&C Policy; Last review: November 2021; Review cycle: 2 years Classification: Internal 
© Computacenter plc  Owner: Group Legal and Complia nce (GLC)  This is uncontrolled when printed 


GOLDEN RULES:  


ANTI-BRIBERY & CORRUPTION  
Our standards  


Computacenter does not tolerate any form of bribery or corruption and conducts its business openly, honestly and in accordance 
with its Group Ethics Policy and its Group Anti-Bribery and Corruption policy.  


The following guidance or “Golden Rules” is intended to be a brief summary of key requirements to enable you to comply with your 


obligations contained in these policies. It is not intended to replace these policies.  


What we need from you  


1. You must not give, offer, solicit, extort, request or accept, directly or 


indirectly, anything that is or can reasonably be constituted as a bribe. 


Remember, a bribe is not simply money, it can take other forms and can 
be anything that is of value to the recipient.  


 A bribe can be an offer, promise or a financial or other advantage to 
another person, the aim of which is either:  


• intended to bring about the improper performance by another person of a 


relevant function or activity or to reward such improper performance or  


• where the person offering the advantage knows or believes that the 


acceptance of the advantage offered, promised or given in itself constitutes 


the improper performance of a relevant function or activity.  


STAY SAFE, KEEP US SAFE 


• Do not give or receive anything you 


would feel uncomfortable explaining to 
someone.  


• If it feels wrong, it probably is!  


• If anything worries you then seek advice 


from Group Legal and Compliance and 


the Group Compliance Manager. More 


details of this can be found in the Anti-


Bribery and Corruption page of the 
Group Compliance Site.  


2. Some countries or jurisdictions permit facilitation payments. Whether or not this is the case, Computacenter does not permit 


facilitation payments and you must not offer or make facilitation payments or permit others to make facilitation payments on 


behalf of Computacenter.  


 An example of a facilitation payment is where a government official is given money or goods to perform (or speed up the 


performance of) an existing duty.  


3. Never accept a gift where you think the intention of it being provided is to influence the awarding of business by our 


company.  


4. Any giving and receiving of Gifts, Hospitality and Entertainment (except those of low value under £ 35 / € 40 / $ 45) must be 


recorded in the Gifts and Hospitality Registers. They must be approved in advance in accordance with the principles below.  


5. If you suspect anyone performing services for us is involved in bribery, you should tell us. You can report this on a confidential 


basis using the independent reporting hotline provided by Safecall. Full details are set out in the Speak Up (Whistleblowing) 


area of the Group Compliance Site.  
 


Prior written Senior Manager approval is required:  


• before giving or receiving a gift of over £ 125 / € 150 / $ 165 


per head or £ 500 / € 600 / $ 660 in total, in case of a single 


event;  


• before giving to or receiving from individuals from the same 


third-party gifts, hospitality or entertainment in any 3-
month period with a cumulative value of over £ 650 / € 770 / 


$ 850;  


• always if gifts, hospitality or entertainment is also being 


provided to friends or family members of the recipient;  


• always if the recipient is a public official;  


• always during an active bid or supplier due diligence (unless 
low value, e. g. a cup of coffee or a branded item).  


Managers must:  


• ensure all employees within your team/ department are 


aware of and understand the Group Anti-Bribery and 


Corruption policy and are invited to the Anti-Bribery and 


Corruption training available on our e-learning platform;  


• ensure all gifts and hospitality is properly recorded on 
the Gifts and Hospitality register;  


• report any possible non-compliance with the Group Anti-


Bribery and Corruption policy within your team or 


department to the Group Legal and Compliance Director, 


the Group Chief People Officer or the Group Compliance 


Manager as soon as possible.  



mailto:mb.compliance@computacenter.com
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OVERVIEW 
Name Abbr. Purpose 


Acceptable 


Use  


 


AUPG The purpose of this guideline is to enable Computacenter employees to effectively contribute 


to information security. It is the responsibility of every employee to understand the 


requirements within the Acceptable Use Policy. This guideline document is intended to assist 


employees on how they can comply with the statements in the Acceptable Use Policy. 


Target 


Audience 


 


 The guideline is useful for all permanent and fixed term employees (full and part-time including 


trainees and apprentices) together with those employed via a third party, or those who are self-


employed, including contractors. 


 


The Computacenter Group ISMS documentation set covers five (5) levels in a hierarchy of Security Policies, 


Standards and Guidelines. The Information Security Guideline documents on level 5 (see Figure 1) provide 


recommended guidance to supplement the first four levels of documents. Guidelines intended to outline best 


practice.  


The Acceptable Use Guideline can be found in the Secure Configuration Standards, Guidelines level. 


  
Figure 1: Hierarchy of Security Policies, Standards and Guidelines 


This document contains guidelines to support Computacenter Group Information Security Policies and 


Standards. Guidelines offer general recommendations that provide a framework for achieving compliance with 


information security requirements. They are not mandatory, but help all Computacenter employees and third 


parties follow the rules while allowing for flexibility and common sense in different scenarios. 
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GUIDELINE 
1. GENERAL PRINCIPLES 


This guidelines helps to enable all Computacenter employees to effectively contribute to information security. 


Statements listed in the Acceptable Use Policy must be adhered to regardless to the location that you work 


from, and roles or responsibilities held within Computacenter. This guidelines document helps employees to 


understand the requirements from the policy and how to comply with them. 


This document should be read in conjunction with the Computacenter Acceptable Use Policy. 


2. AUTHENTICATION CREDENTIALS 


1. Always use strong passwords 


How to comply: 


A strong complex password for password only accounts is: 


a) long (a minimum of 12 characters)  


b) one that does not contain dates of birth, or other personal information or a proper name, or any word in 


the dictionary without altering it in some way. 


For multi-factor authentication, where the password is one factor, think passphrase, not password. A 


passphrase is similar to a password, but it is generally longer and contains a sequence of words or other text. 


If you think of a single “word,” it is difficult to some up with something long and memorable, but if you think of 


a “phrase” made up of 4 or more smaller words it is much easier. While passphrases should not be famous 


quotes or phrases, they should also not be unique to you as this may make them more susceptible to 


compromise or password-guessing attacks. 


a) Choose a sentence, phrase, or a series of random, disjointed, and unrelated words; 


b) Use a phrase that is easy to remember; 


c) Examples for 12 or more character phases (with and without spaces for readability) are: 


- With spaces: My Aunt Lives in Georgia; Without: MyAuntLivesinGeorgia 


- With spaces: The Ford Mustang is the Best; Without: TheFordMustangistheBest 


- With spaces: Cape Cod is a Fun Place; Without: CapeCodisaFunPlace 


Biometric Authentication (e.g. fingerprint, face and voice recognition), is an authorised and approved way to 


authenticate, and can therefore, be used as a replacement for passwords and PINs, where device and software 


allows.   


2. Change passwords regularly 


How to comply: 


Change your user passwords for Computacenter systems and applications every 365 days. Where systems 


enforce password changes you will be automatically prompted to change them. For more information check 


the Authentication Credentials Management Standard requirements.  


3. Change privileged account passwords regularly 


How to comply: 


For privileged accounts (e.g. administrator accounts) the passwords is changed more frequently than for user 


accounts. For job roles which involve the development, support, management or auditing of IT Systems, 


Services or Solutions, please follow the Authentication Credentials Management Standard requirements.  


4. Choose passwords carefully 


How to comply: 


There are many ways in which passwords can be compromised, for example through social engineering 


(criminals deceiving individuals into revealing information such as passwords) or the use of short, simple 


passwords which are easy to guess. 


Good password management will help keep your accounts, IT systems and information protected. 
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Do not use 12345678, or ABCDEFG as passwords. Instead combine the letters, numbers and symbols to 


create a password that is not easy to guess, or crack by an unauthorised personnel if multi-factor authentication 


is not used. 


5. Do not re-use passwords and use different password for each account 


How to comply: 


Though Computacenter has implemented a Single-Sign-On model, there may be some applications that 


require separate user accounts and passwords. You may also own a privileged account on a customer’s site 


or have accounts on external site such as social media (e.g. Facebook, Twitter) or for private email.  


Do not use the same password for different accounts, because if someone discovers that one password, they 


can use it to access all those different systems.  


Select different passwords for different applications and sites. If you use a different password for each account, 


you are minimising risk to only one account should your password be compromised, leaving other systems 


unaffected. 


Re-using passwords you have already used in the past or creating password lists may lead to a criminal 


discovering your passwords. Even simply changing one character from the previous password will not prevent 


this.  


Therefore, always create new and unique passwords.  


You can also find a helpful article on how to use KeePass on NGSD Portal, please search for article reference 


1406300708026081. 


6. Do not disclose your passwords 


How to comply: 


Do not share, reveal or tell your passwords to anyone. This includes your line manager, technical support staff, 


family or friends.  


Be on the look-out for social engineering attempts, for example, phishing emails, (which pretend to be from 


official organisations such as banks encouraging you to disclose your information, with damaging 


consequences). 


Please refer to Security Awareness & Training materials for more information on how to identify such threats 


and protect yourself and Computacenter.  


In addition, please be aware of your surroundings when entering your password. For example, when in a 


crowded environment where people may be able to look over your shoulder (see also chapter Clear Desk & 


Clear Screen).  


7. Generate and store passwords only in approved password management tools 


How to comply: 


Computacenter provides all users with an approved password management tool called KeePass. You can find 


more information about KeePass, including how to install it, by searching for article number 


1406300708026082 on the NGSD Portal. 


Please ensure you pay attention to the password used to access your Password management tool. As this 


password will secure all the passwords contained within the password management tool, use a strong 


password that is also easy to remember. 


To ensure passwords remain adequately protected, never stored them unsecured, for example, within office 


applications (Word, Notepad or OneNote) or written down on paper. 


8. Store passwords securely 


How to comply: 


Never store passwords in clear, normal readable format, i.e. personal notepads, or document in plain text.  


 


1 German version 140827135821122, French version reference 140827074306965 


2 German version 140827135821122, French version reference 140827074306965 



https://ngsd.computacenter.com/

https://www.bereadycomputacenter.com/

https://ngsd.computacenter.com/
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If there is an absolute requirement to store passwords in a note, store it securely (e.g. safe for emergency 


passwords). Practice appropriate authorisations and access control methods ensuring only a limited number 


of authorised individuals have access to such storage where readable passwords are kept. 


9. Do not use automatic logon functionality 


How to comply: 


Do not use the method of automating entry of passwords into an application, or process by using scripts, or 


any automated functions like password completion/storage automated in browsers.  


10. Always change initial passwords and those provided by an Administrator 


How to comply: 


Default (initial) account passwords and passwords that have been reset and provided to you by an 


Administrator are already known to those Administrators. Change these passwords immediately by simply 


logging into the account using the password provided and changing it to a stronger password (see details 


above on how to create a strong password). 


For help with changing passwords, please see the password reset guidance on the NGSD Portal front page.  


11. Immediately change a password if you think it has been compromised 


How to comply: 


If you suspect that your user password to a system has been compromised, please change it immediately and 


report it as an information security incident via the Service Desk. 


On your Laptop, press CTRL+ALT+DEL and you will be offered “change password” option. Click on it and on 


the following screen, enter your old (or current) password, and then enter new password (twice) as shown on 


screen. When finished, press on the arrow (submit) button. You will see message confirming that your 


password has changed. 


To reset passwords on other applications, please see the password reset guidance on the NGSD Portal front 


page. 


12. Follow usability requirements for biometric authentication 


How to comply: 


Fingerprint recognition: 


a) You should remember which finger(s) you used for initial enrolment; 


b) The amount of moisture on the finger(s) can affect the sensor’s ability for successful capture; 


c) Additional factors influencing fingerprint capture quality include age, gender, and occupation (e.g., 


handling chemicals or working extensively with your hands may have degraded friction ridges). 


Facial recognition: 


a) You must remember whether you wore any artefacts (e.g., glasses) during enrolment because it can affect 


facial recognition accuracy; 


b) Differences in environmental lighting conditions can affect facial recognition accuracy; 


c) Facial expressions can affect facial recognition accuracy (e.g., smiling versus neutral expression); 


d) Facial poses can affect facial recognition accuracy (e.g., looking down or away from the camera). 
 


13. Adhere to customer’s password or authentication policy if available 


How to comply: 


Adhere to customer’s password or authentication policy when logging on to Customer’s, or a 3rd Party’s 


applications, portals or systems. Such policy could require longer passwords or other authentication 


credentials and expect you to e.g. change passwords more frequently. 


Follow the practice of using different authentication credentials for different systems.  


If the Customers’ or 3rd Party’s password or authentication policy does not exist, please apply Computacenter 


authentication credential requirements. 


3. TECHNICAL SECURITY 


1. Do not alter the configuration of corporate IT equipment 



https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/
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How to comply: 


Software (such as Windows Defender), or desktop firewalls, are installed on Computacenter’s endpoint 


devices (Laptops, Smartphones, Desktops) to protect from unauthorised access and to prevent malicious 


activities. These protective tools need to be active and operational at all times, and therefore, do not change 


their configuration, or switch off for any reasons. 


For advice on how to check if your computer security status, copy and paste article number 1903010849352113 


into the search field on the NGSD Portal. 


Should you find that any of these protective features are switched off, or changed, and you are receiving error 


messages, or feel that something suspicious is happening on your device, please inform NGSD using the 


portal, or by phone call immediately. 


2. Report security related issues with products 


How to comply: 


Though the Windows Defender and Firewalls products on the Computacenter endpoint devices (Laptops, 


Desktops) are installed and managed centrally, there could be an issue on your machine that Group 


Information Services (GIS) are not aware of. Such issues could lead to a gap in security which can exploited 


by unauthorised personnel.  


To prevent this please report security related issues to the central Service Desk via NGSD Portal or by phone 


call immediately. 


3. Check regularly if your device is up-to-date when working remotely 


How to comply: 


If you are working remotely more often and your Laptop/Desktop is not regularly (weekly) connected in 


Computacenter offices, it could fall behind in critical security software updates. Software updates will 


automatically be deployed to any devices that are connected to the corporate network.  


You should connect (computers connect automatically to the VPN) to the Computacenter network, at least 


once a week for at least a couple of hours, for it to receive updates. The system may also require a reboot 


following updates. 


By doing so, the software updates will be automatically installed to your device protecting your device and 


therefore Computacenter. 


For advice on how to check if your computer is up-to-date, or to learn how to update it manually if absolutely 


required, copy and paste article number 1903010849352114 into the search field on the NGSD Portal. 


4. Only use Computacenter approved software for company business 


How to comply: 


Computacenter provides you with software that allows you to perform your role.  


Should you require additional software to perform a specific business activity, we recommend you follow the 


non-standard software request process. To find out more please copy and paste article number 


1406101152170115 into NGSD Portal search field.  By following this process, you are assured that any 


software is appropriate for use, has a business license and will not pose a risk to the organisation. 


If you have local admin rights to your machine, and do not  follow the standard process, ensure personally that 


any software or tool is appropriate, licensed and will not pose a risk to the organisation. Please note that you 


are responsible to keep this software up-to-date, and in particular to ensure that security patches are installed. 


Please note, Computacenter has a list of prohibited software which cannot be installed onto IT equipment. 


Please copy and paste article 1406101152170116 into the NGSD Portal search field to access this list. 


 


3 German version 200420091021901, French version reference 200427063005176 


4 German version 200420091021901, French version reference 200427063005176 


5 German version 180322103411386, French version reference 150310082128342 


6 German version 180322103411386, French version reference 150310082128342 



https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/

https://ngsd.computacenter.com/
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Do not install Software on your own private devices for private use which has been purchased or is owned by 


Computacenter. 


5. Be careful with emails, attachments and links 


How to comply: 


Emails and attachments are one of the biggest sources of threats in the current climate. Hackers are using 


such techniques to trick users in offering critical information or executing malicious codes on their machine 


infecting them with viruses.  


The links and attachments in an email can sometimes appear to be sent from a genuine email address. The 


topic of the email may seem suspicious however, or the actual sender address may be different to what is 


displayed.  


Do not open suspicious emails, attachments, or click on any links within the email, unless you’ve double 


checked with the sender that they have actually sent the email.  


To stay safe, consider the instructions in the chapter IT Equipment & Software regarding approved software 


download. 


6. Follow company processes for removable media access 


How to comply: 


Removable Media such as USB storage device, DVDs, CDs, or SD Cards, have been known to be a source 


of viruses or harmful malicious codes. In accordance with Computacenter’s Acceptable Use Policy the use of 


removable media is prohibited on any Computacenter IT equipment unless an exception has been approved. 


If you cannot avoid using removable media for business purposes, you are requested to raise an exception 


request using the NGSD Portal. Provide a business justification before access is approved and provided. 


Where possible, it is advised that you should use OneDrive for data storage. 


The requirement does not apply to Bluetooth receivers. You are therefore able to connect a wireless keyboard, 


mouse and headset, for example, without the need to request a removeable media exception. 


For more information on Removable Media exception please search for article 1908130919247027 on NGSD 


Portal. 


7. Handle removable media with care 


How to comply: 


Whenever you insert removable media into a PC, you should scan the device for malware, by right clicking on 


the device drive and selecting “Scan with Windows Defender…” or “Scan for Viruses…”, depending on which 


is shown. 


The instructions contained within the Information Classification and Handling Matrix will help you determine 


how to appropriately handle the removable media. Additional information on scanning your device is available 


on NGSD Portal. Search for article number 2008171216097848. 


Where encryption is used by the removable media, ensure that the password remains secure and is never 


stored on the removable media itself. 


8. Be careful with macros in Microsoft Office or other vendor products 


How to comply: 


Macros in Microsoft Office programs allow you to automate repetitive tasks, but some macros can be 


dangerous. Macros are bits of computer code and they’re infamous for containing malware that will infect your 


computer if you run them. 


When you open a Word, Excel, or PowerPoint file containing macros (.docm, .xlsm, or .pptm, respectively), a 


Security Warning message displays below the ribbon in the program telling you that macros have been 


disabled. If, and only if, you know the document came from a trusted source, you can click the “Enable Content” 


button on the Security Warning message to enable the macros in that document. 


 


7 German version 191028103907535, French version reference 191030123845897 


8 German version 210825090835509, French version reference 210825131757818 



https://ngsd.computacenter.com/

https://ngsd.computacenter.com/
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Always double check that you know the sender and that they confirm whether the macros in the file was 


intentional. 


It is possible to open the file with Macro disabled. 


If in doubt, contact the Service Desk using the NGSD Portal. To learn more about Macros and how to enable 


them search for article 1709151023203159 on NGSD Portal. 


9. Immediately report any suspicion of malware to the Service Desk 


How to comply: 


If you have any suspicion that your Laptop/Desktop may contain malware or malicious code, please 


disconnect from network (turn off WiFi) and inform the Service Desk immediately via NGSD Portal or by 


phone call immediately.  


Signs that you should look out for are: 


▪ Unexpected pop-up windows. Unexpected onscreen ads, 
▪ Software or machine crashes unexpectedly, degrading performance, slow from boot up 
▪ Your Internet browser (Chrome, Edge) homepage has changed, or leads you to unknown webpage 
▪ Unexpected error messages on screen, or in the event logs 
▪ Suspicious hard drive activity, 
▪ Lack of storage space, 
▪ Missing files, 
▪ High network activity, without you doing much on your machine 
▪ Email is hijacked, your colleagues are receiving emails from you that you had not sent 


4. INFORMATION CLASSIFICATION & HANDLING 


1. Protect organisational information and assets 


How to comply: 


All Computacenter employees have responsibility to protect the organisation’s assets. Should you notice, 


witness, or receives potential threat that could harm the confidentiality, integrity and availability of 


Computacenter’s information, you are advised to report it to the central Service Desk using NGSD Portal or by 


phone call. 


All Computacenter employees are invited to Security Awareness & Training as part of the induction. Should 


you not have completed such training, please visit the Command Centre and run the relevant training course.  


 “How to Handle Computacenter Data…Safely” trains on 5 steps to handling data safely and in addition, there 


more information in the Information Classification and Handling Matrix to be equipped with sufficient knowledge 


to contribute to the protection of information. 


2. Follow the instructions in the classification matrix 


How to comply: 


Information classification is intended to determine how information should be protected, what information can 


be disclosed, the relative sensitivity of information, and what information should not be disclosed outside of 


Computacenter, without proper authorization. This includes, but is not limited to: electronic information, printed 


information, and information shared orally or visually (such as telephone, fax, and video conferencing). 


Computacenter information are categorized into one of the following classification levels: 


Unrestricted This information is publicly available or declared public knowledge by someone with 


the authority to do so 


Internal Information which is freely available to employees but must not be disclosed to the 


public 


Confidential Includes information that is intended for use by specific groups of Computacenter 


employees only, who have contact or potentially may have contact with this information 


 


9 German version 200421152101098, French version reference 200429145758519 
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Strictly 


Confidential 


Information that includes both sensitive personal data as well as sensitive company 


and business information 
 


The instructions contained within the Information Classification and Handling Matrix will help you determine 


the classification level of the information, and how to apply appropriate labelling. 


3. All information must be given a classification 


How to comply: 


As an author you are responsible for classifying and labelling the information and documents you 


produce/create. You can apply sensitivity labels to your files and emails to keep them compliant with 


Computacenter's information security requirements. 


The label ‘Confidential’ is applied automatically by default as standard classification level. To change a label 


manually follow these steps: 


a) On the Home tab, select Sensitivity; 


b) Choose the classification label that applies to your file or email; 


c) To change a classification label that has already been applied to a file, select a new from the Sensitivity 


menu. Naturally labels are required on all files, so you won't be able to remove it. 


Provide justification before you change a classification label from a higher classification to a lower classification 


level. You are asked to choose a justification reason when selecting a less sensitive classification label. 


The way to see the currently applied label varies slightly depending upon whether you're on desktop or mobile. 


On desktop apps (including Office for the web) look at the status bar at the bottom of the window. On the Office 


mobile apps, select the ‘Three dots’ menu. 


When you apply a classification label, the label information will persist with your file or email, even as it is 


shared between devices, applications, and cloud services. Applying a classification label also result in changes 


to your file or email according to the classification, such as encryption with Information Rights Management is 


applied to your file or email in the Office 356 environment. 


The instructions contained within the Information Classification and Handling Matrix will help you determine 


the classification level of the information, and how to apply appropriate labelling. 


4. Treat all unclassified information as ‘Confidential’ 


How to comply: 


Where the classification is unknown (e.g. a document hasn’t been labelled) the person handling the information 


should use the Information Classification and Handling Matrix to help determine the information’s classification.  


If this is not possible, in order to reduce the risk of inadvertently disclosing sensitive information, handle such 


information as ‘Confidential’.  


5. Non-Standard classification 


How to comply: 


Some types of data are predefined by a regulation or standard and may require additional labelling and 


additional procedures for processing and protecting that data. These types of data require appropriate access 


controls and labels applied to limit the chance of inadvertent exposure. 


Examples could be health data, specific personal data or requirements for governmental classification. Please 


check specific classification requirements with the responsible department. 


6. Update the information classification during its lifecycle 


How to comply: 


Owners (authors and superior) of documentation within Computacenter are the authorised personnel to 


change the original classification of the document. If the document is labelled ‘Internal’, when it was approved 


and published internally to Computacenter employees, for example, the classification cannot be changed to 


‘Unrestricted’, by anyone else. 


Any documentation classification change and thus distribution without the author’s agreement can lead to 


disciplinary action. 


7. Pay attention to changes of the classification level 
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How to comply: 


Authors are responsible to review and update the classification of the documentation within Computacenter. 


Review of any documentation should include whether the content of the documentation corresponds to the 


original classification or requires to be changed. 


Should the information contained within the document does not hold significance to the original classification, 


as the owner of the document update it to meet the information classification requirements. 


8. When sharing information, ensure the recipient understands how to handle it 


How to comply: 


When information is shared outside of Computacenter, the Computacenter Information Classification and 


Handling Matrix may be unknown to the recipient. In this case the recipient should be made aware of the 


handling and disposal requirements surrounding that information.  


For example, the subject line of an email could state the content is ‘Confidential’ and the body of the email 


explain the content must not be shared further. It could also explain that if the content is printed, the document 


must subsequently be disposed of securely e.g. by shredding.  


9. Be aware what you publish on social media 


How to comply: 


Do not share any information and documentations that has been labelled with ‘Internal’, ‘Confidential’ or 


‘Strictly Confidential’ on private social media platforms like YouTube, Facebook, Twitter, Instagram, LinkedIn 


or any other public facing sites like Forums, Newsgroups, Blogs or Chat Rooms. Also do not input this 


information into a search engine (such as Google, Bing or Yahoo). If you want to share this kind of information 


on corporate cloud tools like Yammer, make sure you consult or inform the Owner. Documents or information 


which are already accessible for every employee within Computacenter on the intranet and SharePoint can 


freely be shared on corporate tools without consulting the Owner. 


The instructions contained within the Information Classification and Handling Matrix will help you determine 


the classification level of the information, and how to use and share them appropriately. 


10. If you suspect that information have been misplaced, lost or stolen report a Security Incident 


How to comply: 


Any information, printed, or digital that you notice is misplaced, lost, stolen or altered in anyway, please report 


it to the central Service Desk via NGSD Portal or by phone call. 


Scenarios could include: 


▪ Email with confidential information sent to wrong person accidently 
▪ Company’s ‘Confidential’ classified printed report left in non-Computacenter premises, or misplaced 
▪ Original emails returned to you with alternation that you, or the recipient, had not made 
▪ Endpoint devices (Laptops, Mobiles, Desktops), potentially information on, are stolen 


In such scenarios report it as an incident to the central Service Desk using the NGSD Portal or by phone call. 


11. Adhere to customer’s classification requirements if available 


How to comply: 


Each organisation has their own classification, and labelling policy. Customer, or 3rd Party classification could 


be different than Computacenter’s. Though the instructions on how to handle that classification may be the 


same as Computacenter, it is vital that agreed classification labels are used in either digital, or paper-based 


communication. 


Request customer, or 3rd party representative to offer their information classification matrix and description, 


or templated approach to any documentation. Ensure their instructions on how to handle each type of 


information classification is understood and adhered to. 


Should the customer, or the 3rd party not have any particular classification, Computacenter classification would 


apply. You are requested to ensure that a classification is determined between the parties and agreed before 


sharing any information. 
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5. IT EQUIPMENT & SOFTWARE 


1. Generally, do not use private IT equipment for company business 


How to comply: 


Do not use private IT equipment (i.e. personally owned non-corporate devices as laptops, smartphones or 


tablets) for company business, unless it has been explicitly permitted (for example through Microsoft Intune). 


This includes the use of private smartphones, tablets and PDAs to replicate to and / or store information on. 


2. Ensure that the IT Equipment you use is kept in good condition and protected against loss 


How to comply: 


Please ensure you take all the necessary precautions to avoid your IT equipment becoming damaged or lost. 


For example, carry equipment in appropriate protective casing, and never leave it unattended in public places.  


For further information about protecting equipment when working away from the office, please see the chapter 


on Remote Working, Working from Home and Business Trips. 


3. Do not alter the configuration of corporate IT equipment 


How to comply: 


Computacenter IT Equipment is designed to protect and enhance the overall IT infrastructure. To ensure that 


these design principles remain in place, do not alter Computacenter IT Equipment including adding, removing 


or upgrading components, switching off screen savers or disk encryption, or installing prohibited software. 


4. Do not jailbreak corporate IT equipment 


How to comply: 


This is applicable to your personal smartphone, or smartphones provided by Computacenter, that are used for 


handling company information.  


Jailbreaking, hacking or tampering is basically the process of freeing your smartphone, or tablet device from 


the limitations that are imposed by the manufacturer. Jailbreaking, hacking or tampering with smartphones 


could lead to unauthorised and unapproved software to access information stored on your device, and 


therefore, potentially harm the organisation. 


To minimise the threat of unauthorised access or loss of information, do not alter the configuration of those 


devices (See also chapter IT Equipment & Software). 


Smartphones, in use for storing or processing Computacenter, or its customers’ information, are subject to 


registration and enrolment with the Mobile Device Management system.  


To learn how to enrol an Android device, please search for an article 20042413152847010 on NGSD Portal. 


To learn how to enrol an iOS device, please search for an article 20042413130639111 on NGSD Portal. 


Report any changes that you wish to make, or suspicion you have about your smartphone, to the central 


Service Desk via NGSD Portal or by phone call. 


5. Use cameras within corporate IT equipment with care 


How to comply: 


Photographs could contain critical and confidential information about Computacenter and its premises. 


Employees are requested to review Information Classification and Handling Matrix for more information and 


instructions. 


Ensure that any photographs/videos for the purpose of the business, is taken or stored on the devices provided 


by Computacenter.  


Should taking photographs/videos are part of the employee’s role, request a suitable device from your Line 


Manager or obtain permission from your Line Manager to use private devices. 
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6. Only use Computacenter approved IT equipment for company business 


How to comply: 


If you are using your own device for business purposes, it is a requirement that you secure your devices with 


appropriate protection, i.e. installing and keeping updated anti-malware software, firewall enabled, and 


possible encryption on hard drives. 


In line with Computacenter Information Security policies, you should store any business-related data on 


corporate storage areas such as Microsoft OneDrive which is accessible anywhere. Should you have stored 


any data on your private device, erase them properly. Ensure you delete the data from local devices and 


emptying the recycling bin if available on your private devices. 


If your device automatically backs up data to your private cloud storage, you are required to delete it from that 


location too. Cloud storage also offers recycling bin and may store deleted data for a certain period of time. 


Ensure you are removing the data from cloud-recycling bins too. 


Computacenter devices use cloud storage, Microsoft OneDrive, through Office 365. You should synchronise 


all devices with this cloud storage in order to centralise all data into an approved storage area. This could 


enable locating and deleting data when necessary. 


To use the cloud services correctly, follow the policies on the use of Computacenter Internet and cloud 
services, which can be found on the Digital Me@CC pages.   


Private devices used for business purposes, are enrolled first before starting to store or process any 


Computacenter, or its customer’s information.  


To learn how to enrol an Android device, please search for an article 20042413152847012 on NGSD Portal. 


To learn how to enrol an iOS device, please search for an article 20042413130639113 on NGSD Portal. 


7. Limited use of corporate IT equipment for private purposes is allowed 


How to comply: 


You can use Computacenter IT Equipment for reasonable private purposes.  


You can use non distracting services such as music streaming services. However, other streaming services 


such as, Netflix or YouTube, should only be used after working hours or e.g. during a travel in train or plane. 


It could potentially impact employee’s productivity. 


Do not use any software, or messaging services that potentially distract from your primary duties on corporate 


devices during working hours. Such services can impact your ability to fulfil your business objective and 


potentially affect your productivity. 


You should avoid any usage that results into damage or activities that incur cost to Computacenter. 


Do not use equipment in conditions that could potentially lead to it getting damaged, e.g. using it in wet 


conditions, or taking it to playgrounds, or storing it where it can be easily stolen. 


Do not attempt to install unapproved software, or change any configuration suggested by non-Computacenter 


GIS teams. Such actions could potentially cause for the device to malfunction and cause unnecessary cost to 


Computacenter to repair and/or replace. 


Do not attempt to install unapproved software, or change any configuration suggested by non-Computacenter 


GIS teams. Such actions could potentially cause the device to malfunction and cause unnecessary cost to 


Computacenter to repair and/or to replace. 


Removable media include USB memory sticks, external USB storage devices, smart devices, CDs, DVDs and 


any other form of device that you can plug/connect into your corporate equipment to transfer or read files. 


USB memory sticks, particularly, are one of the popular mediums to transfer files such as, films, music, games, 


and software. Unless your role requires you process, store, transfer such media files, you are required to avoid 


using such method to transfer such files on to Computacenter equipment. 
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Unknown to an employee, such medium could contain malicious codes (malware, viruses) that could harm 


your equipment, and potentially, lead unauthorised access to Computacenter. 


Corporate equipment is allocated to employees to meet their needs to perform their role. You should ensure 


that your assigned corporate equipment is not used by any other personnel for any purpose. 


Do not offer your corporate equipment to any third party to use for any purpose, especially, a party that you do 


not know well enough to trust. 


Social engineering methods are being used to obtain access to corporate environment for confidential 


information or to plant malicious codes. You are required to deny anyone requesting to use your corporate 


machine for any purpose. 


8. Do not use corporate IT equipment for private business purposes 


How to comply: 


If you has any other business or has a family business that you help out with, do not use Computacenter IT 


equipment for that purpose. 


9. Do not use corporate IT equipment for private business purposes 


How to comply: 


You are required to use Guest Wi-Fi system available to gain access to Internet within Computacenter 


premises. 


Most devices are built in with Wi-Fi capabilities, allowing to scan for available Wi-Fi networks, and to connect 


to them. This will only enable the device to access the public Internet. Thereafter, you need to follow the 


procedure to Remote Access Computacenter IT environment or use any publicly available services. 


Do not connect your private devices to the ‘Corporate Wi-Fi’. 


10. For unapproved IT equipment use the ‘Guest’ Wi-Fi service 


How to comply: 


Computacenter devices use cloud storage through Office 365. If you want to synchronise between desktops, 


laptops or Microsoft Intune enabled devices, use Computacenter OneDrive. 


To use the cloud services correctly, follow the policies on the use of Computacenter Internet and cloud 


services, which can be found on the Digital Me@CC microsite.   


11. Always shut down Workstation devices before leaving an office area or after working hours 


How to comply: 


Computacenter largely uses Windows operating system which requires a restart regularly for it to operate 


optimally. In addition, Windows requires to be updated regularly for security and to be operationally robust. 


Windows has Sleep, Shutdown, and Restart options and in most cases, the Sleep option is mostly used. The 


sleep option allows reinstating the machine to its previous status so that you can pick up from where you left 


off. 


However, it does not help the performance or the security of the equipment. 


Computacenter performs various background activities to protect their equipment; such as automated software 


upgrades, software regular patches, software security patches, and group technical policies. These activities 


require devices to be restarted, or to receive new updates and instructions from the central servers. 


You are advised to shut down your machine when not in use to continue to be protected. 


12. Obtain approval before using or installing non-standard software 


How to comply: 


Computacenter provides you with software that allows you to perform your role.  


Should you require additional software to perform a specific business activity, we recommend you follow the 


non-standard software request process. To find out more please copy and paste article number 
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14061011521701114 into NGSD Portal search field.  By following this process, you are assured that any 


software is appropriate for use, has a business license and will not pose a risk to the organisation. 


Where Staff have local admin rights to their machine, and do not to follow the non-standard process, they 


personally ensure that any software or tool is appropriate, licensed and will not pose a risk to the organisation. 


Please note that you are responsible to keep this software up-to-date, and in particular to ensure that security 


patches are installed. 


Please note, Computacenter has a list of prohibited software which cannot be installed onto IT equipment. 


Please copy and paste article 14061011521701115 into the NGSD Portal search field to access this list. 


13. Do not install software owned by Computacenter on private devices for private use 


How to comply: 


The software and tools installed on Computacenter owned equipment are legally for that equipment only. 


Therefore, it is illegal to install or to transfer software or tools, temporarily or permanently, to your private 


devices for private use. 


Do not use software license keys (also referred to as product keys) belonging to Computacenter on your private 


devices. In other words, you cannot use Microsoft Office product key from Computacenter device on your 


private device for private use. 


14. Return all corporate IT equipment, when it is not required, or upon termination of employment 


How to comply: 


You are responsible for returning all IT equipment (including mobile phones, tablets, monitors, laptops, 


desktops, and accessories) assigned to you when leaving the company or when it has been replaced or is no 


longer required. Equipment should be handed back to your manager. 


6. REMOTE WORKING, WORKING FROM HOME AND BUSINESS TRIPS 


1. Take reasonable steps to protect your equipment (and information) from loss or theft 


How to comply: 


You should only take equipment from the offices if required to perform their role. For the protection and safety 


of the equipment you are advised to leave the equipment you do not need for longer term in the office. 


Company equipment should not be able to be seen or reached from window and door openings, nor should it 


be housed near radiators, heating vents, air conditioners, or other duct work. 


Secure company equipment in a hotel safe rather than a hotel room; in a hotel room rather than a car; and in 


a car boot rather than the back seat. 


If the equipment needs to be stored in the car, please stow equipment appropriately in the boot but do not 


leave it in there overnight. 


Computacenter provide accessories such as Laptop bag (or similar bags) with the equipment. If the equipment 


needs to be carried from one location to another, you are required to use appropriate bags provided. 


When traveling between Computacenter offices using aeroplanes, you are required to store the devices in 


hand luggage. 


Should you not be provided with the bag, please contact your Line Manager, or request it through the central 


Service Desk using NGSD Portal. 


Corporate name tags or any identifiable notes (business cards or anything with company logos) should not be 


used on luggage containing Computacenter equipment. 


Such luggage could become targets for external threat actors, i.e. hackers. Stealing corporate equipment gives 


them insight into what sort of devices are being used and potentially what software/tools are used on them. 


Whilst Computacenter equipment can be used anywhere in line with our information security policies, it is you 


responsibility to protect it all of the time. 
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Never leave a laptop computer unattended: Small, valuable things often disappear very quickly even more 


quickly from public places and vehicles. 


Do not to leave Computacenter equipment unattended in public places. 


Keeping devices and keys to access them separately will offer more security to protect information on the 


devices. 


You should keep remote access token (RSA Key Tags) and Mobile devices in different locations, and not in a 


same Laptop bag. For example, RSA Key Token can be stored on a key ring separately. 


If you are in a busy environment (on a train for example) it is easy for others to view your screen. Therefore, 


when viewing information, you should obscure the screen to prevent others from viewing it. This can often be 


accomplished by sitting in a way so that the screen is not visible to others, or with the use of privacy screens. 


Please use Shutdown option instead of sleep option especially when the equipment is not being used 


overnight.  


Computacenter devices use cloud storage through corporate subscription of Office 365 and Microsoft 


OneDrive.  


Use Microsoft OneDrive to store company data and if you are required to access it from more than one device, 


data can be synchronised to be available on more than one device. All devices in use for Company purposes 


are enrolled using Microsoft Intune. 


To use the cloud services correctly, follow the policies on the use of Computacenter Internet and Cloud 


Services, which can be found on the Digital Me@CC microsite.   


2. Immediately report any lost or stolen devices 


How to comply: 


If devices have been lost or stolen, you are no longer in control over who has access to them. Therefore, 


please ensure the following actions are taken: 


▪ Report the loss or theft immediately via the Service Desk by phone call 


▪ If the devices have been stolen, contact the relevant police authority and obtain a crime reference number 


and ensure the Service Desk record this in the related Information Security Incident ticket 


If lost or stolen, Computacenter reserve the right to remotely wipe any mobile / smart phone, which is used for 


company business. This will be a full data wipe of the phone. In France and Germany, the user's agreement 


will be obtained before this action is carried out. 


3. Take care of who and what is around you 


How to comply: 


Be aware of the environment when you are discussing sensitive topics.  


Do not think only about people that are around you, but also about devices (e.g. smartphones), as they may 


have software installed that permanently listens to the environment (so called digital assistants, e.g. Alexa, 


Siri, Google Assistant etc.). 


During discussions between parties, be diligent about information being discussed and with whom it is shared 


with. 


Do not disclose information about our existing customers, suppliers, or partners without their explicit written 


permission. 


Always refer to Information Classification & Handling matrix for more information on how to treat information. 


If in doubt, always treat information as ‘Confidential’. 


Being aware that Personal assistant digital devices, such as Google Assistant, Alexa or Siri, are designed to 


listen to your instructions, be aware and careful when discussing confidential matters with these devices 


present. 


It is advisable that such devices are either muted or removed when working at home to avoid any possibility 


of disclosing confidential information. 


Be aware of the environment when you are discussing sensitive topics.  
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Do not think only about people that are around you, but also about devices (e.g. smartphones), as they may 


have software installed that permanently listens to the environment (so called digital assistants, e.g. Alexa, 


Siri, Google Assistant etc.). 


If you are in a busy environment (on a train, for example) it is easy for others to view your screen. Therefore, 


when viewing information, you should obscure the screen to prevent others from viewing it. This can often be 


accomplished by sitting in a way so that the screen is not visible to others, or with the use of privacy screens. 


To obtain a privacy screen contact the Service Desk via NGSD Portal or by phone call. 


4. Apply security when home working 


How to comply: 


If home-based working is performed, Provide an appropriate working environment, and remember that the 


information security policies still apply. 


If you are performing customer support whilst home working, adhere to all applicable requirements for remote 


access to the customer environment stated in the local work instructions. 


On termination of employment take care that all Computacenter or customer owned equipment, used for 


teleworking purposes, are returned to Computacenter. 


5. Take care if you are using home printer or scanner 


How to comply: 


Use a home printer or scanner only if it is absolutely necessary. However do not use your home printer or 


scanner for ‘Strictly Confidential’ documents or information. 


If the home printer has an internal hard disk, please ensure that you delete all company information/data from 


it. 


6. Adhere to customer’s remote access requirements if available 


How to comply: 


Adhere to the Remote Access requirements for Computacenter, or your customers. Customers may have a 


particular agreed method of connecting to their network, please continue to adhere to those procedures. 


You have VPN access into the network and you are may be required to use additional software should you 


have privileged access. Please ensure you adhere to all company security requirements when working from 


home. 


7. Return all remote working equipment upon termination of employment 


How to comply: 


You are responsible for returning all company and customer IT equipment assigned to you when leaving the 


company or when the equipment has been replaced or is no longer required.  


Equipment should be handed back to your manager. This includes Laptops or Desktop, or Mobile phone, and 


any accessories assigned to you during the course of your employment with Computacenter. 


7. INFORMATION SECURITY AWARENESS TRAINING & INCIDENT REPORTING 


1. Participate in information security awareness training when invited to do so 


How to comply: 


Computacenter provides an information Security Awareness Training (SAT) programme, designed to instruct 


you on information security policies, procedures, and responsibilities.  


Invitations to complete information security awareness training are sent via email. When you receive an email, 


please act upon it promptly. 


Where Customers provide their own information security awareness training programmes, promptly attend 


these when invited. 


2. Participate also in customer information security awareness training when invited to do so 


How to comply: 
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If you are providing support to contracted customers please attend to Customer security awareness or training 


programmes promptly when invited.  


Please refer to the Service Manager on the account for any customer related security requirements and ensure 


you adhere to those requirements. 


3. Report information security incidents when you become aware of them 


How to comply: 


Report Information Security incidents via the NGSD (Service Desk), by either one of the following two ways: 


a) Go to the NGSD Portal, log an issue and then click on the button “Security Incident” to raise the security 


incident. 


b) Call the Service Desk via phone 


For further guidance on how to do this, please copy and paste article number 20102011595436516 into the 


search field on the NGSD Portal or alternatively search for “Security Incident”. 


If you require any further assistance, please contact the GIA Information Security Management Team. 


8. EMAIL & COMMUNICATION 


1. Use Computacenter email services in a responsible and productive manner 


How to comply: 


Effective communication plays an important role in the success of any business. Email, Telephony, 


Videoconferencing, and Instant Messaging are just a handful of ways we communicate these days, in both our 


business and private lives.  


To help protect our IT systems, and our information, it’s important to take precautions when using email and 


other communication tools. 


2. Only use corporate email for business communication 


How to comply: 


Corporate email has been provided for all business-related communications.  


Private accounts such as Hotmail or Gmail are not within our control, and therefore not be used for business 


communication. This includes forwarding business emails to such accounts.  


Sometimes customers and partners may request that their own communication tools are used. In this case, 


use the tools for communication relevant to that particular customer or partner, and in accordance with their 


information classification and handling requirements. 


3. Only use corporate messenger tools for business communication 


How to comply: 


Corporate messenger tools have been provided for all business-related communications.  


Private messenger accounts such as such as Skype, Facebook Messenger or WhatsApp are not within our 


control, and therefore not be used for business communication. This includes forwarding business information 


to such accounts.  


Here are Computacenter's guidelines on the use of messenger services by Computacenter users: 


▪ Messengers like Skype, Facebook Messenger or WhatsApp are not CC owned, administered or protected 


tools; 


▪ Use of data including your personal data is therefore governed by the messenger provider and not by CC; 


▪ Only use ‘Unrestricted’ classification level information in messages - please see the Information 


Classification and Handling Matrix; 


▪ Nouns (customer names, individual names) should be avoided in all communications; 


▪ Joining messenger groups in e.g. Skype, Facebook Messenger or WhatsApp is a matter of personal 


preference and cannot be a business requirement; 


▪ Beware of imposters / impersonators. 
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Computacenter's corporate chat tool is MS Teams, and this is the CC Group recommended tool for business 


chat communications. Use this tool when exchanging ‘Internal’ or ‘(Strictly) Confidential’ information - please 


see the Information Classification and Handling Matrix. Exceptions can be made when a customer or a partner 


contract requires the use of another tool, such as Cisco WebEx or Zoom. If in doubt, please consult with GIA 


(NGSD - Ask someone - Group Information Assurance). 


4. Any content sent must comply with the information classification matrix 


How to comply: 


Please check the Information Classification and Handling Matrix for the rules governing electronic transmission 


of information. 


If you are including any ‘Confidential’, or ‘Strictly Confidential’ information in meeting invitations or 


appointments, please tag them as “private”. This will prevent others from seeing the content. 


5. Be wary of incoming external emails from people you don’t know 


How to comply: 


Computacenter filters and (where possible) blocks emails containing known malicious content, specific file 


types or from suspicious email addresses.  


The majority of suspected Junk email is delivered to your Junk Email folder within Outlook.  However, some 


emails deemed as very high risk, perhaps with an unusual attachment or identified as a potential virus risk will 


be classified as Malware, and Quarantined.  


Emails are likely to be diverted to quarantine in very occasional circumstances. In these rare instances, you 


will be sent an email to make you aware that the message has been blocked. These emails can only be 


released by NGSD. 


For more information, please copy and paste article number 21081911543298917 into the NGSD Portal search 


field. 


In some cases, a suspicious email may not be blocked by the filtering tool, and therefore if you do receive an 


email into your inbox from someone you do not know, especially emails with attachments or those that contain 


URL links within, do not click on them. For more information on this please see the chapter Malware Protection. 


Any spam email (i.e. junk email, usually promoting scams or bulk advertising) received into your inbox, should 


be reported. For more information, copy and paste article number 20021116191988218 into the NGSD Portal 


search field. 


6. Do not forward malware or ‘Chain E-mail’ to other users 


How to comply: 


Spammers may use chain emails to collect new e-mail addresses and send out advertisements or malware, 


of which the content is often of questionable quality. If a chain email warns you of impending malware and 


requests you to click on a link provided to update your software, please do not click on any content of the 


email.  


In some cases, a suspicious email may not be blocked by the filtering tool, and therefore if you do receive an 


email into your inbox from someone you do not know, especially emails with attachments or those that contain 


URL links within, do not click on them. For more information on this please see the chapter Technical Security. 


Any spam email (i.e. junk email, usually promoting scams or bulk advertising) received into your inbox, should 


be reported. For more information, copy and paste article number 20021116191988219 into the NGSD Portal 


search field. 


7. Do not click on links embedded in emails or open attachments in emails carelessly  


How to comply: 
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Suspicious email examples were given during the Phishing email training. The useful examples of emails that 


you can identify spam emails. Please do not click on any links within them, or open attachments sent. 


If you are unsure of the safety of a particular link or file, contact NGSD for further assistance. 


 


8. Private use of the Computacenter Exchange system and fixed telephony voicemail is not allowed 


How to comply: 


Computacenter provide a Corporate Exchange system and fixed telephony voicemail for business purposes.  


In order to ensure compliance with certain legislation and regulations, private use (i.e. all activities which do 
not serve any business activity for Computacenter and is not required for the employment contract) of some 
specific Computacenter systems and functions is not allowed.  


Systems and functions where private use is not allowed are: 


▪ Computacenter exchange system (email, calendar with private email address entries, contacts and tasks)  


▪ Voicemail functionality contained within Computacenter fixed voice telephony systems (Cisco desk 


telephony and Avaya Desk Telephony) 


Please note the following: 


▪ If you receive unsolicited private email to your cc email address, as you have no control over receiving 


such emails, this does not constitute a policy breach 


▪ You are still able to enter private (non-work related) appointments into your calendar as long as no private 


email addresses are entered as a participant (as this then triggers an email dispatch to a private email 


address) 


▪ If an unsolicited private message is left on your fixed voice telephony mailbox, as you have no control over 


receiving such voicemail messages, this does not constitute a policy breach 


▪ The requirements only apply to fixed phone voicemail and not mobile phone voicemail  
 


9. Be clear (and careful) when communicating 


How to comply: 


If you receive an unsolicited phone call, or an email requesting information from you about Computacenter, or 
its customer, or its suppliers/partners, please refrain from sharing any details until you have ensured the 
requester is legit.  


If you are aware of the sender, please contact them using a different method (using a phone call) and verify 
before disclosing any information. Never disclose information about customers, suppliers, or partners without 
their explicit, documented permission. 


9. INTERNET & CLOUD USAGE 


1. Only use corporate web browsers 


How to comply: 


Corporate web browsers (such as Chrome) are provided and authorised by Computacenter and configured to 
comply with company security requirements. Unless there is a specific business reason to do so, do not change 
these configuration settings. This includes the downloading and installing of add-ons. 


Unless there is a business justification, the use of other web browsers is not allowed.  


The use of web browsers such as TOR, (software which conceals user identities and on-line activities) is strictly 
prohibited. 


2. Respect copyright laws 


How to comply: 


Please be aware that not all Internet images are free to copy and use elsewhere. Therefore, before using any 
material from the Internet, please ensure it can be used (Contact Group Legal for advice where necessary). If 
you cannot confirm material is available to use, do not use it. 


3. Limited private use of internet services is permitted 


How to comply: 
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Access to the internet is provided by Computacenter for business purposes. However, limited private use of 
Internet access (i.e. not for Computacenter business) is allowed, as long as it does not have negative impact 
to your role. 


You can use Internet access for music streaming services like Deezer or Spotify. 


Refrain from using the service to download music, films, games, or unapproved software. 


4. Limited private use of email services is permitted 


How to comply: 


Except for limited and reasonable personal use (e.g., occasional personal phone calls or e-mails), Company 
email systems should be used for Computacenter business only. Let your Line Manager approve any limited 
exceptions to this rule. Under no circumstances may Computacenter email systems be used for personal gain 
or profit; solicitations for commercial ventures; religious or political issues. 


5. Use a private email address when registering on public web sites for private reasons 


How to comply: 


When you register on a public web site for private reasons (e.g. shopping, travel, etc.), then do NOT provide 
your Computacenter email address (e.g. as account name, as referenced email address, etc.). Always use a 
private email address for such a purpose, unless there is a business reason why a Computacenter email 
address should be used. 


6. Respond to suspected internet activities by reporting an Information Security Incident 


How to comply: 


Phishing emails are one of the most popular methods for hackers to gain unauthorised access to corporate 
systems. The criminal’s goal is to convince you to click on the links within their scam email or text message, 
or to give away sensitive information (such as bank details). These messages may look like the real thing but 
are malicious. Once clicked, you may be sent to a dodgy website which could download viruses onto your 
computer or steal your passwords.  


The message might be from a company you don’t normally receive communications from, or someone you do 
not know. You may just have a hunch. If you are suspicious, you should report it to NGSD. Your report of a 
phishing email will help us to act quickly, protecting other users from being affected. 


7. Follow the policies on the use of Internet and Cloud services 


How to comply: 


Computacenter provides internet and cloud services such as OneDrive, Yammer, Microsoft Teams and 


OneNote, to make it easier for users to communicate and collaborate with colleagues, partners and customers 


across the globe.  


For information about these services and the specific policies governing their use, please see the 


DigitalMe@CCMicrosite.  


Sometimes customers and partners may request that their own internet or cloud service sites are used. In this 


case, use the sites for information relevant to that particular customer or partner, and in accordance with their 


information classification and handling requirements.  


For Computacenter Internet and Cloud policy, please review the Acceptable Use Policy. 


8. Only information classified as ‘Unrestricted’ may be uploaded to public internet and cloud services 


How to comply: 


‘Unrestricted’ information is defined as information, which is open, for external use, non-sensitive and can be 


freely accessed inside and outside of the Group. No restrictions apply for disclosure to the '. No business risk, 


embarrassment or inconvenience to CC will result from disclosure. 


Examples of such information are: 


▪ Generic information on Computacenter products and services for customers 


▪ Company public website contents (not OneCC, or SharePoint contents) 


▪ Informational brochures 


▪ Sales literature 


▪ Company Personally Identifiable Information (PII) already in the public domain (e.g. the Board Member 


biographies on the company website) 
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▪ Customer and 3rd Parties’ Personally Identifiable Information (PII) already in the public domain (e.g. 


customer testimonials on the company website) 
 


9. Use Computacenter's internet and cloud services for company business 


How to comply: 


Computacenter provides internet and cloud services such as OneDrive, Yammer, Microsoft Teams and 


OneNote, to make it easier for users to communicate and collaborate with colleagues, partners and customers 


across the globe.  


For information about these services and the specific policies governing their use, please see the 


DigitalMe@CCMicrosite.  


Refrain from using any other cloud-based services that requires you use your corporate email addresses or 


disclose company information.  


10. CLEAR DESK & CLEAR SCREEN 


1. Secure paperwork and IT equipment when not in use 


How to comply: 


To protect any information whenever you leave your work area, make sure you file, store or dispose of any 


documents, as per the handling and disposal instructions within the Information Classification and Handling 


Matrix. 


Removable media, such as laptops, mobile phones and USB devices, should be locked away and / or secured 


in a cabinet, or with a Kensington lock on a desk overnight. Do not leave keys used to access them in an 


unattended or unsecured place. 


Report any instances of theft of confidential paperwork or devices to the Service Desk as an information 


security incident. 


2. Lock your screen before leaving your work area 


How to comply: 


Do not leave your corporate IT equipment unattended at any time. When you move away from your desk, it is 


important to lock your screen to prevent others from using your device or accessing your information.  


Screens can be locked either by clicking (CTL+ALT+DLT) and selecting "Lock this Computer", or by holding 


down the Windows + L keys. 


3. Handle business mobile devices with care 


How to comply: 


To protect any information whenever you leave your work area, make sure you file, store or dispose of any 


documents, as per the handling and disposal instructions within the Information Classification and Handling 


Matrix. 


Removable media, such as laptops, mobile phones and USB devices, should be locked away and / or secured 


in a cabinet, or with a Kensington lock on a desk overnight. 


Report any instances of theft of confidential paperwork or devices to the Service Desk as an information 


security incident.  


4. Report theft of confidential paperwork or devices/equipment or access tokens via NGSD 


How to comply: 


In the same way you protect your own valuables, equipment such as laptops, mobile / smart phones, external 


hard drives, USB keys, and the information on them, need to be looked after to prevent them being lost or 


stolen.  


However, in spite of your efforts to keep them safe, If devices have been lost or stolen, you are no longer in 


control over who has access to them. Therefore, please ensure the following actions are taken: 


▪ Report the loss or theft immediately via the Service Desk by phone call. 


▪ If the devices have been stolen, contact the relevant police authority and obtain a crime reference number 


and ensure the Service Desk record this in the related Information Security Incident ticket 
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If lost or stolen, Computacenter reserve the right to remotely wipe any mobile / smart phone, which is used for 


company business. This will be a full data wipe of the phone. 


5. Promptly collect documents from printers 


How to comply: 


Computacenter have implemented ‘follow-me’ print facility which allows employees to print any documents to 


almost any printers within the company. To collect the print job an employee needs to scan their security ID 


badge. 


However, if there are printers, or fax machines, or photocopiers, or scanners being used by employees for any 


particular purpose, they are required to collect the documents from those devices immediately. 


In spite of following the policy, if you lose any printed documents with confidential information on it, report it to 


the Service Desk via the NGSD Portal, or by a phone call. 


6. Destroy paper spoilage or uncollected documents, which cannot be assigned to a user 


How to comply: 


If any employees find documents left on devices such as Multi-functional devices, and owners of the 


documents cannot be found, you are required to destroy the documents using appropriate measures and tools 


described in the Information Classification and Handling Matrix. 


7. Clear meeting rooms after use 


How to comply: 


Remove any flip charts, notes made on whiteboard and paperwork used in meeting rooms, or in any offices, 


once you finish with the meeting.  


Whiteboards can be wiped very well and flip charts can be removed and either destroyed or stored in a secured 


place. Remove any paperwork for the purpose of the meeting and take appropriate care as per the Information 


Classification and Handling Matrix. 


8. Protect sensitive information from public view 


How to comply: 


Where confidential information needs to be shared on large screen using a Projector, or written on large 


whiteboards, try to hold the meeting where it is protected from public view. 


Where possible, draw window blinds closed, or host the meeting somewhere appropriate. 


11. ACCESS CONTROL 


1. Always wear your Identification (ID) badge 


How to comply: 


Computacenter authorisation ID badges are produced and administered by the security team based in the 


different locations. Employee’s Line Manager would request the ID badges from the security team using NGSD 


Portal. 


Please make sure you wear your ID badge so that they are visible whilst on Computacenter premises. 


More information on Physical Security is available in the Physical Security Policy and associated Information 


Security Standards for physical security. 


2. Present your authorisation to confirm valid entry to access controlled areas 


How to comply: 


Present your Computacenter authorisation (ID Badge, biometrics, etc.) to confirm valid entry to access 


controlled areas. 


Do not allow anyone to tailgate into an access controlled area. This means do not keep the door open, allowing 


unauthorised individuals to simply walk through. 


If you suspect an unauthorised person has managed to get into an access controlled area, report it to a 


manager or site security. 
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Take care that doors to access controlled areas are not deliberately left open, as this will allow unauthorised 


individuals to enter. 


3. Handel your ID badge(s) with care 


How to comply: 


Employee ID badges are for you only. Wear it at all times whilst within Computacenter premises (this includes 


all national/international offices). 


Take care that no one else is using your ID pass to access any offices.  


4. Report lost or stolen ID badges 


How to comply: 


ID badges are programmed to allow you access to certain secured areas/offices to prevent unauthorised 


access. 


If you lose or misplace your ID badge, report it to the NGSD using the NGSD Portal or via phone call. 


5. Visitors must always wear their Computacenter visitor badge visible 


How to comply: 


In accordance with the Physical Security Policy, all visitors need to report to the reception upon arrival and 


obtain a visitor’s Pass before entering any offices. Do not leave the visitor unsupervised. 


Reception at each office will present the visitor with a temporary visitors’ Pass.  


6. Visitors must be accompanied around Computacenter premises and sign in and out 


How to comply: 


You are responsible for that visitor are accompanied around Computacenter offices. 


It is your responsibility to ensure that the visit is supervised for the duration of their stay at Computacenter 


offices. 


7. Only access areas you are authorised to access 


How to comply: 


At the employees have been given access to the areas of Computacenter offices, and data centres, in 


accordance with their roles and responsibilities. Please note that you only attempt to access the area that you 


are permitted to do so. 


Request basic-level Pass Cards via the “Staff Security Pass” via the NGSD portal. Additional access requests 


are also made via the same portal and are managed by Security Services. 


8. Prevent unauthorised entry (Tailgaters or Piggybacking) 


How to comply: 


Please present your Computacenter authorisation (ID Badge, biometrics, etc.) to confirm valid entry to access 


controlled areas. 


Do not allow anyone to tailgate into an access-controlled area. This means do not keep the door open, allowing 


unauthorised individuals to simply walk through. 


If you suspect an unauthorised person has managed to get into an access-controlled area, report it to a 


manager or responsible Site Security. 


Do not deliberately leave open doors to access-controlled areas, as this will allow unauthorised individuals to 


enter.  


9. Report unauthorised persons immediately to a manager or site security 


How to comply: 


Any employees suspect a person acting suspiciously or if the person has entered a secured area of 


Computacenter premises without swiping their own ID badge, please report it to the Security Desk using the 


numbers provided in the Error! Reference source not found. section. 


10. Return ID badges immediately when are no longer required 
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How to comply: 


You are required to return all the Computacenter owned IT equipment, provided to you during your 


employment, when you leave Computacenter. This include ID badges or temporary passes they may have 


been provided. Please return all items to your Line Manager. If this is not possible, agree with your Line 


Manager a method of returning the equipment back to Computacenter securely. 


11. Adhere to customer’s access control requirements if available 


How to comply: 


Some customers may have Computacenter staff working on their site, or in a designated area within 


Computacenter premises. In such scenarios, if you are part of that specific team, please adhere to customer 


access control requirements as well as Computacenter Information Security Policies. If you are working in 


such designated area please request such information from your Line Manager and read and comply with the 


requirements. 


For example, customers may provide a security ID badge to Computacenter employee to access customer’s 


premises. They may also have a method of managing the ID badges, a method of registering access to certain 


secured areas, or a procedure on how to report lost or stolen ID badges. 


12. Do not use privileged (admin) accounts for routine activities 


How to comply: 


Use your administrative or privileged accounts only for functions associated with your privileged user role (e.g. 


for the development, management or auditing of IT Systems, Services or Solutions). They are not to be used 


for routine day to day activities, such as internet access or email. 


If you are asked by a colleague to give additional access rights using your privileged account, politely refuse, 


and refer them to the relevant access request process via the NGSD Portal. 


13. Adhere to customer’s acceptable use requirements if available 


How to comply: 


If you are working on customer account you may not be given standard user account for day-to-day activities 


and customer have their own Acceptable Use Policy. 


 


ANNEX 1 - USEFUL CONTACTS 


Name Contact  


Next Generation Service Desk 


(NGSD) 


Portal: https://ngsd.computacenter.com 


 


For the latest NGSD contact phone numbers please copy and paste article number 
14082709300644920 into the NGSD Portal search field. 


Security Management Email: MB.GIA_Security-Management@computacenter.com  


 
 


 


20 German version 140922102926596, French version reference 140828092733420 
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At Computacenter, we are committed to conducting business the right 
way. Our people and our customers trust in us to operate in a way that is 
fair, ethical, and in line with our Winning Together Values (our “Values”).
Computacenter does not tolerate any form of bribery or corruption and 
is dedicated to operating transparently and honestly. We have adopted a 
singular global approach: we do not offer bribes, we do not accept bribes 
and we will not be solicited for bribes, even in jurisdictions where these 
activities may be permissible by law.


Our expectations of you are included in our complete Group Compliance 
policy set, including this Anti-Bribery and Corruption Policy, and our Group 
Ethics Policy and Code of Business Conduct. 


The trust that our customers place in us is paramount, and preserving 
that trust is vital to our continued success. Our people are at the heart 
of fostering this trust, and we rely upon each of you to uphold our Values 
and legal obligations. As a company, we would not breach the trust we 
have developed simply to gain an unfair business advantage over our 
competitors by engaging in improper and illegal activities, such as bribery 
and corruption. 


Non-compliance with anti-bribery and corruption laws can lead to severe 
civil and criminal penalties for both individuals and Computacenter. It 
can also damage our reputation. Therefore, we actively uphold this policy 
through a consistent tone from the top, vigilant oversight, training, and a 
culture of open reporting without fear of retaliation. 


As a Computacenter employee, it is your responsibility to ensure that your 
actions reflect our company policies, our Values, and the law. If you are 
aware of, or suspect a policy violation, you are expected to report this 
through the appropriate channels, including Safecall, our independent and 
confidential whistleblowing service. 


Our Commitment and Responsibility 
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The purpose of this policy is to set out 
Computacenter’s position on bribery and approach 
to complying with anti-bribery and corruption law. 
This policy also provides guidance that will assist 
you in the prevention, detection, and reporting of 
behaviours which do not comply with the law and 
our policy. Our goal is to ensure that your actions 
and decisions align with this policy, our Values, and 
the law. You should use this policy, along with our 
Group Ethics Policy and Code of Business Conduct 
and other related policies, as a reference.


All Computacenter employees, including 
permanent, full-time, part-time, temporary, and 
fixed-term employees, board members, officers, 
and directors (“our people”) must adhere to this 
policy in both spirit and letter when engaging in 
business activities.


This policy is the foundation of Computacenter’s 
anti-bribery and corruption programme. It 
provides you with practical advice, resources, and 
contacts for your support. It is imperative that you 
familiarise yourself with this information so that 
you fully understand your obligations, to protect 
the company and its reputation, put our customers 
first, foster a positive corporate culture, and act 
with integrity at all times.


If you suspect or are aware of any policy breaches 
or even potential conflicts, it is your duty to report 


them immediately. Ignoring such issues or “turning 
a blind eye” is not acceptable and may result in 
disciplinary action, including dismissal, suspension, 
warning and possible legal repercussions. 


For more information or to report concerns 
regarding this policy or violations of the law, 
contact your manager, the Group Legal and 
Compliance team, or utilise the Speak Up reporting 
routes available as detailed in our Speak Up 
(Whistleblowing) Policy as soon as possible. Reports 
are handled in strictest confidence, and reporters 
are free from retaliation. If you have any questions 
about this policy, please contact Group Legal and 
Compliance. 


Please note: nothing in this policy limits any rights 
afforded to you under local law which may permit 
reporting to external government agencies in 
accordance with local whistleblower legislation.


Purpose and Scope 


Group Ethics policy and 
Code of Business Conduct


Speak Up policy
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Your Obligations


Employee obligations
A culture of compliance is key to ensuring we are 
preventing, detecting, and deterring bribery and 
corruption. You must exercise caution in relation 
to potential bribery and compliance issues, and in 
particular, you have an obligation to:


•	 Abide by this policy and other related policies.
•	 Complete mandatory anti-bribery training.
•	 Cooperate with investigations.
•	� Accurately report expenses - see accurate books 


and records section below.
•	� Register gifts or anything of value given or received 


by third parties or customers to the Company Gifts 
and Hospitality Register.


•	� Speak up if you suspect bribery or corruption has 
occurred or may occur.


Obligations to maintain accurate books and 
records 
You must maintain accurate books and records 
in compliance with Computacenter policy and 
applicable laws. As an employee, you are prohibited 
from concealing or knowingly falsifying business 
records. Maintaining accurate books and records 


is required and is critical, as most bribes involve 
missing, inaccurate, or false information in company 
documents. This means you must accurately report 
expenses, log gifts in the appropriate Gifts and 
Hospitality Register, and obtain appropriate manager 
level approval. 


Failure to comply compromises the integrity and 
validity of our recordkeeping and could subject both 
you and Computacenter to serious penalties or even 
criminal liability.


Manager obligations
If you are a manager, you have an obligation to 
ensure that all of your employees properly log any 
gifts, hospitality, or entertainment in the appropriate 
Gift and Hospitality Register. You are also responsible 
for regularly reviewing and supervising these 
activities to ensure adherence to our policy. 


You may also be required to assist various 
compliance activities such as providing information 
for investigations into non-compliance, participating 
in audits, or engaging in activities that support our 
commitment to compliance in this area.
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Policy and Applicable Law 
At Computacenter, we are firmly committed to adhering to the requirements of applicable 
anti-bribery and corruption laws in all jurisdictions in which we operate, and in particular the 
UK Bribery Act of 2010, that applies to Computacenter in all jurisdictions. We uphold a strict 
zero-tolerance stance against any form of bribery or corruption, and therefore you must remain 
vigilant to ensure that such conduct never filters through to our practices. 


You are prohibited from offering, accepting, or soliciting bribes, and you must conduct business 
transparently and honestly. No employee or associate is permitted to engage in activity that is or 
could be construed as bribery or corruption, irrespective of citizenship, domicile, or location. 


What is bribery?
Bribery is the offering, giving, or receiving anything of value – whether monetary or otherwise  
in order to improperly influence someone’s decisions or actions. The term “anything of value” 
can include tangible items such as gifts, hospitality, entertainment, accommodation, job offers, 
internships, charitable donations, or other favours including discounts, or the use of materials, 
facilities or equipment or any favour that is offered or given to improperly sway or influence a 
decision, regardless of its cost to the giver. 


Broadly, a bribe is any item that has value to the recipient and is offered to improperly influence 
the recipient. Note that this policy does not concern exchanges between Computacenter 
employees, such as tokens of appreciation from managers to employees. 
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Gifts, Entertainment and Hospitality


General guidance  
The giving and receiving of reasonable and proportionate gifts, entertainment, and hospitality to and from 
third parties is a common practice in our industry. You may give or receive gifts and hospitality as a gesture of 
goodwill or to maintain ethical business relationships so long as it is done in compliance with this policy.


What is defined as a gift or hospitality? 
Gifts and hospitality can include tangible items such as physical gifts, hospitality including meals or 
entertainment, accommodation or tickets to events or entertainment. Broadly it includes anything of value to 
the recipient. 


In order for a gift and/or hospitality to be compliant with this policy:


•	� It must be logged in the appropriate Computacenter Gifts and Hospitality register if it is more than a nominal 
value;


•	� It must not be given to a public or government official without prior approval from Group Legal and 
Compliance regardless of value.


•	 It must comply with policy thresholds;
•	 It must have proper manager approval which considers the factors below.


As a manager, when determining whether to approve a gift and/or hospitality, you must consider the following 
factors:


•	 There must be a legitimate business purpose.
•	 Gifts and hospitality should not be continuously given to the same party.
•	 It must be reasonable and proportionate.
•	 It must have been given in a transparent and truthful manner.
•	 It must not violate the giver or receiver’s company policy.
•	� It must not have been given or received with the intent to improperly influence a business decision or gain an 


unfair business advantage.
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Attendance required for entertaining 
Entertaining and hosting customers at business-related and even social events must be intended to further 
business relationships. Therefore, a Computacenter representative must be in attendance at any event where a 
third party or customer is hosted; you are not permitted to give entertainment or give tickets to a third party or 
customer where no Computacenter representative will be present. 


Gift cards, cash, or cash equivalents 
You are strictly prohibited from offering or receiving cash or cash equivalents, such as credit cards. This is due 
to the lack of trackability. 


Exception: gift cards of nominal value limited to food and drink associated with business meetings are 
acceptable and must be reported if the equivalent value falls within the reporting thresholds.


Gifts and Hospitality 
Register


Gifts and Hospitality 
Policy Thresholds
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Prohibited Activities


Government officials
Unless you have specifically received prior written authorisation 
from Group Legal and Compliance, Computacenter prohibits the 
giving of gifts, entertainment, hospitality, or anything of value 
to government officials. This includes even gifts of nominal 
value to avoid the appearance of impropriety. It is also never 
permissible to provide a donation to improperly influence a 
government official. A government official may include:


•	� An officer or employee of any local, provincial, or national 
government, including government agencies, members of 
parliament, police officers, firefighters, members of the 
military, tax authorities, customs inspectors, or regulators.


•	� Any person with the responsibility to allocate or influence 
expenditures of government funds, including persons 
serving in unpaid, honorary, or advisory positions.


•	� An officer or employee of a public international organisation, 
such as the United Nations, International Olympic Committee, 
International Red Cross, or World Bank.


•	� Any person acting in an official capacity or on behalf of any 
government or public international organisation, such as an 
official advisor. 


•	 Any officer or employee of a political party. 


•	 Any candidate for political office.


•	� A close relative such as a parent, sibling, spouse, or child  
of any of the above.


In addition, gifts and hospitality to employees of government-
owned or controlled businesses may be prohibited by law 
depending on your jurisdiction. Government-owned or 
controlled businesses may include telecommunication 


companies, oil and gas companies, airlines, railways, hospitals, 
or utilities. If gifts and hospitality are legally permitted to 
government-owned or controlled businesses, you must also 
verify that the government customer’s policies permit them 
to receive gifts. In addition, you must also obtain prior written 
approval from Group Legal and Compliance. 


Facilitation payments 
Facilitation payments, also referred to as “grease payments” 
or “expediting payments”, are payments to government 
officials to expedite the processing of routine government 
services in foreign countries, such as licenses, visas, customs 
clearance, or permits. Computacenter expressly prohibits 
you from making any facilitation payments regardless of the 
amount. While some countries or jurisdictions legally permit 
facilitation payments, these payments are not permitted under 
Computacenter policy.


Exception: (highly limited exceptions) where you have 
reasonable belief that a facilitation payment is necessary 
to avoid imminent threat to your life, safety, or welfare. In 
this instance, contact Group Legal and Compliance or HR 
immediately for support, as soon as reasonably practicable. 


Off-the-book records or slush funds
“Off-the-book records” or “slush funds” are unofficial accounts 
containing funds that are not recorded in accordance with 
company policy. These are strictly prohibited. These accounts 
often have little to no internal oversight or controls, and 
therefore are viewed by anti-bribery and corruption officials as 
a source of illegal funds which are associated with bribes. 
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Third Party Activities and Incentives


Third Parties
Computacenter is committed to working with partners who 
uphold transparency and integrity in their operations. You 
have an obligation to ensure that any third parties that you 
engage with comply with these stringent requirements. 
It is imperative that you report any instances of non-
compliance.


Partnering with trusted entities is key to providing high 
quality services to our customers. Therefore, compliance 
with anti-bribery and corruption laws extends to all our third 
parties including suppliers, distributors, manufacturers, 
contractors, agents, consultants, partner organisations, and 
intermediaries. Prior to engagement with Computacenter, 
you must ensure third parties you engage undergo a due 
diligence assessment and demonstrate a commitment to 
our ethical standards, including implementation of an anti-
bribery and anti-corruption compliance programme. 


Third-party representatives acting for Computacenter are 
strictly prohibited from engaging in any form of corrupt 
practices, including making facilitation payments on our 
behalf. This prohibition extends to subcontractors hired by 
third parties to perform work on Computacenter’s behalf. 
All financial transactions, whether payments, commissions, 
compensation, or reimbursements, must adhere to our 
standards: they must be reasonable, serve a legitimate 
business purpose, and be accurately documented in 
Computacenter’s books and records. Cash payments are 
strictly prohibited. 


Marketing Development Funds 
Marketing and development funds (MDF) are defined as 
funds that are granted to channel partners as a resource 
to increase sales and enable the marketing of products 
or services. MDF funds must originate with an Original 
Equipment Manager (OEM) agreement or approval document 
(collectively, “MDF Agreement”) which defines the terms 
and specifications. MDF must be used only for the activities 
specified in the MDF Agreement. You must comply with 
this policy when engaging in MDF activities. This includes 
having appropriate level manager approval, and ensuring 
the activity is accurately logged in the Gifts and Hospitality 
Register. 


Special Performance Incentive Fund (SPIF)
Based on your role, you may be eligible to participate 
in Sales Performance Incentive Funds (SPIFs) which 
are incentive programmes offered by our partners and 
designed to promote sales. SPIF programmes must be 
approved and administered by Computacenter before you 
are allowed to participate. Partners must pay SPIF funds to 
Computacenter, funds earned will be disbursed to you as a 
participant subject to its approval and discretion. You are 
prohibited from receiving funds or other tangible benefits 
directly from the partner. Computacenter reserves the right 
to withhold disbursements where violations of this policy, 
other Computacenter policies, or partner participation rules 
have occurred.


Sponsorship and Donations


Charitable and political contributions can pose a risk for 
bribery where the intent is to influence or improperly gain an 
improper advantage, and therefore contributions must comply 
with this policy. 


Charitable donations 
Computacenter and its employees may engage in charitable 
activities. However, these activities must comply with this 
policy. You must never use or make donations to improperly 
influence a third party or customer, including government 
officials, in exchange for any improper favour or benefit. 
Charitable contributions must have appropriate manager-
level approval, and must be logged in the Gifts and Hospitality 
Register. 


Political contributions
Computacenter does not make corporate political 
contributions. You are prohibited from making political 
contributions on behalf of Computacenter. 
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Reporting Concerns and Speaking Up (Whistleblowing)


We encourage and promote a ‘speak up’ culture. If you see something, say something.


We want you to speak up if you have a concern, as soon as possible, over any activity by Computacenter, 
our people, or our representatives that you believe in good faith is in breach of this policy or relates 
to wrongdoing by Computacenter. Reportable offences also include suspected criminal activity or 
misconduct that may damage our business, reputation, or brand. No one person is responsible, 
collectively we each have an obligation to report. Also, “turning a blind eye” deliberately is not acceptable 
and may be tantamount to a violation.


You can report your concerns to the following:


Safecall is our independent whistleblower hotline,  
which you can call 24 hours a day, 365 days a  
year. Any reports submitted will be treated with  
confidentiality and anonymously if you choose. 


Contact Safecall using the phone numbers listed 
here, via email at computacenter@safecall.co.uk, or 
by submitting a report at www.safecall.co.uk/report 


For more information, including details about  
using Safecall and how to report specific types  
of concerns, see our Speak Up policy. 


•	 A manager


•	 A member of the HR Team


•	 The Group Chief People Officer


•	 The Group Legal and Compliance Director


•	� Any member of the Group Legal and 
Compliance management team


•	� Via Safecall (available 24/7, 365 days a year)


Each of the parties listed above has an obligation to keep the information reported and the identity of the 
whistleblower confidential. Once a report is received, we will conduct a prompt, independent and impartial 
review of the matter, and if necessary, take appropriate measures to resolve or correct it. Managers have 
an obligation to report concerns. 


Note that you also have the right to communicate or report your concern to the appropriate regulatory 
agencies directly.


Non-Retaliation


Computacenter does not tolerate retaliation against anyone who in good faith raises concerns or 
questions regarding a potential violation of the law or Computacenter policies. You are strictly prohibited 
from retaliating against anyone who makes a good faith complaint or assists Computacenter in an 
investigation of misconduct, a legal violation or any potential violation.


Speak Up policy
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Thank you for checking. This decision 
appears to comply with our Code


No


No


No


No


No


Does your decision reflect our Winning Together 
values and Computacenter culture?


Is it legal and ethical?


Is it good for Computacenter?


Does it avoid causing harm to my colleagues?


Would it be ok if it were known publicly 
or reported in the news?


Yes


Yes


Yes


Yes


Yes


If you cannot answer with 
a resounding “Yes” to all of 
these questions, it’s time 
to talk with your manager, 
or consult with the Group 
Legal and Compliance team 
for guidance.


Ethical Decision Tree


If you have a question about whether a particular 
business activity aligns with this policy, use the Ethical 
Decision Tree Logic to guide you on the right path here. 


ONE CC - Group Legal and Compliance


Contact us


For questions about this policy, please contact  
the Group Legal and Compliance team at 
mb.compliance@computacenter.com or visit the  
Group Legal and Compliance site for further  
supporting information.







Computacenter is a leading independent technology and services 
provider, trusted by large corporate and public sector organisations. 
We help our customers to Source, Transform, and Manage their IT 
infrastructure to deliver digital transformation, enabling people and 
their business. Computacenter is a public company quoted on the 
London FTSE 250 (CCC.L) and employs over 20,000 people worldwide.


Computacenter UK Ltd 
Hatfield Avenue, Hatfield, Hertfordshire 
AL10 9TW, United Kingdom


www.computacenter.com
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Computacenter Group Anti-bribery and Corruption Code of Conduct – EN July 2021 


Classification: Unrestricted  This is uncontrolled when printed 


ANTI-BRIBERY AND CORRUPTION 


CODE OF CONDUCT  


Computacenter is committed to compliance with all applicable anti-bribery and corruption laws and 


regulations, including the UK Bribery Act 2010 and other similar legislation across our geographical 


footprint. For the avoidance of doubt, this includes all such legislation applicable to our business 


wherever we operate. Since 2007, we have visibly committed to adhere to the 10 core principles of 


the United Nations Global Compact, where the tenth principle specifically commits us to preventing 


all forms of corruption, including extortion and bribery. It has always been Computacenter’s policy 


not to tolerate any dishonest behaviour since it is part of our culture that Computacenter wants to 


carry out its business fairly, honestly and transparently. This is the primary reason for this Code of 


Conduct and accordingly, we:  


• will not make bribes, nor will we condone the offering of bribes on our behalf, in an attempt to 


try and gain business or personal benefit, or in an attempt to motivate another to act improperly;  


• will not accept bribes, nor will we agree to them being accepted on our behalf;  


• will avoid doing business with others who may harm our reputation by not respecting these 


values;  


• will set out our processes for avoiding bribery, directly or indirectly (see the Group Anti-Bribery 


and Corruption Policy);  


• will recognise that certain donations, hospitality and gifts, either given or received, may be 


considered inappropriate in certain instances and we will all ensure that our motives remain to 


carry out our business fairly, honestly and transparently (see the Group Anti-Bribery and 


Corruption Policy);  


• will make sure that everyone in our business, including our business partners and major 


suppliers know about our principles and we will require all relevant staff to commit to this Code 


of Conduct and the related policies (see the Group Anti-Bribery and Corruption Policy);  


• will regularly review our Code of Conduct and related policies, followed by further 


communication to all relevant staff, major suppliers and partners;  


• will ensure that there are communication channels for all employees, contractors, partners 


and suppliers to report instances of suspected dishonest behaviour (see the Group Anti-


Bribery and Corruption Policy, and the Group Speak Up Policy);  


• will maintain clear and accurate records of all reports and investigations regarding suspected 


dishonest behaviour; and  


• will deal appropriately with potential and actual conflicts of interest when they arise (see the 


Group Ethics Policy).  


 


Mike Norris 


Group CEO July 2021 
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Social Media Policy 
 


 


Who does this policy apply to? 
 


Everyone working for Computacenter (CC) UK Ltd; this includes all employees and temporary 
workers employed through a third party. 


This policy isn’t part of your contract of employment and does not create contractual rights or 
obligations, so we’re able to change it if we need to from time to time, or we may deviate from it 
where we consider it appropriate for us to do so. 


What is social media? 


 
The term ‘Social Media’ refers to the websites and programmes that allow users to broadcast 
messages, communicate, network and share content using the internet. It has become an 
integral part of day-to-day life for both people and businesses.   


 
While there are hundreds of different platforms out there, some of the most popular are: 
 


• Facebook 


• Instagram 


• LinkedIn 


• Pinterest 


• Snapchat 


• TikTok 


• Tumblr 


• Twitter 


• Xing 
 
The following guidelines should be adhered to in relation to all social media sites and 
applications that you use.  


 
Why do we have this policy? 


 
This policy has been developed to ensure people across CC are using social media in the right 
way. It will make sure you know what’s acceptable and what isn’t, and that your behaviour online 
is consistent with our Group Ethics Policy which can be found here . 
 
If used correctly, social media is an incredibly powerful tool which allows you to connect with 
people all over the world in an instant. Use of social media in accordance with this policy can be 
a very powerful communication tool; both for your own personal brand and for CC. 


 
However, in Social Media the boundaries of professional and personal information are not clear, 
so in this policy we want to make sure you know what we expect of you at all times, when using 
it. Unfortunately, some people use the internet and social media to publicly post, comment or 
upload inappropriate content relating to their company, colleagues, customers, suppliers or 
visitors. 


 



https://www.computacenter.com/en-gb/sustainability/responsible-business/ethics-and-conduct
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The purpose of this policy is to clearly communicate that you are personally responsible for your 
social media words and actions, both during and outside of working time.  
 
It’s important that you understand the impact of your social media comments because; 
 


• You work for CC anything you say or post on social media, whether personal or work 
related, could be linked to CC even if this was not your intention. To be clear this includes 
posting or uploading outside of working hours, ‘liking’ or following content that may be 
inappropriate and/ or offensive. 


• Any comments, photos or videos you post may have a negative impact on CC because 
people may think they represent our views. 


 
This includes not speaking on behalf of CC to either defend the company if criticised or engage 
in any discussions or debates relating to us. If you see a negative post that you are concerned 
about, please report this directly to the Social Media Team at social.media@computacenter.com  
 


How you can use social media effectively  
 
Social media is increasingly blurring the lines between personal and professional.  We 
understand that, at times, you may want to talk about CC on your own social media profiles. 
This is something we fully encourage if it is done in a respectful way. But remember this may 
open your profile to be viewed wider than you intended so it’s important that you check your 
privacy settings.  


 
We ask that you always remain positive about CC, sharing success stories and achievements 
from your role rather than anything negative. It is important that you don’t talk about any 
customers or work you’ve undertaken unless it’s already been published by the social media 
team (we’re more than happy for you to amplify any posts we’ve already made, just don’t write 
about what you’ve been doing) 


 
If talking about CC on your social media accounts, please remember to keep our 5 golden rules 
in mind:  


 
Our golden rules when using social media  
 
Before you hit publish on your Computacenter-related post, check your post complies with our 
golden rules:  


  


 Be positive and respectful when posting about Computacenter, your colleagues, and 
our customers.  
 


 Be aware. Do not disclose any private or sensitive information about Computacenter, our 
people, our customers, partners, or competitors in the copy or in any of your images. For 
example, information on a presentation screen or on a confidential document. 
 
 



mailto:social.media@computacenter.com
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 Stay humble. Anything that is perceived as bragging could be damaging to our brand. 
Make sure you think about how your post might be perceived by someone worse off than 
you or by one of our customers. Consider how your post may be perceived in the current 
economic climate.  
 


 Be part of our community. Tag Computacenter in your posts for visibility, so we can 
share your message further, and use our CC hashtags - #PeopleMatter 
#WinningTogether or campaign hashtag. 


 


 Be cautious and use common sense. If your post could be considered discriminatory, 
offensive, or libelous in any way then do not post! Check with the social media team if 
you are ever unsure.   


 


 Stay out of online arguments. If you see something online that is damaging to 
Computacenter or to a colleague, contact us for advice on next steps. Do not engage 
directly.  


 


 Image consent. Not everyone wants to be on social media so check before you post 
photos or videos that your participants are all happy to be featured.  


 


 Use of Computacenter branding. With design tools built into many social media 
platforms and accessibility of programmes such as Canva it can be tempting to create 
simple visuals for your social media posts. If you use any CC branding in your posts note 
the Computacenter logo & marque must never be recreated or altered. 


 


 Using AI-generated copy. The availability of AI has increased rapidly with tools such as 
ChatGPT and Microsoft Copilot widely accessible. While it may save you time AI 
generated copy can be bland, superficial, and generic. Use AI to refine your message or 
sharpen your thinking. Always be authentic and relatable in your content.   


 
The impact of your social media presence  


 
Remember that you work for CC. Anything you say or post on social media, whether through 
personal (Facebook/Instagram) or work related (LinkedIn) accounts, could be linked to CC and 
be potentially damaging to our global brand.  
 
This includes:  


• Anything you post or upload even outside of working hours 


• Anything you ‘like’ or follow  


• Any language you use in comments   
 


Examples of poor social media behaviour 
 
Posts that talk about or associate you with CC, our customers, suppliers or colleagues in a 
negative way aren’t appropriate and may result in us investigating further. Here are some of 
examples of the types of posts we may investigate
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Types  
of post 


What might  
this include? 


Example  
text 


 
Posts that can 
damage our 
reputation 


 
 


Criticising or arguing with potential, 
previous or current customers, 


colleagues or competitors 
 


Sharing any negative views or experiences 
you’ve had/witnessed at CC 


 
 


Criticising our mission, values, culture, 
practices or the services we provide 


“@Customer please can you 
get back to me asap, you’re 
proving very difficult to deal 
with.” 
 
“The product “X” that we sell is 
rubbish and I can’t believe our 
customers buy it” 
 


 
“Saw the worst thing at work today. 
Really don’t like being at CC at the 
moment.” 


 
“CC is not the company it used to be – 
the culture and values are outdated” 
 


 
Posts that 


breach 
confidentiality 


 
Telling our trade secrets or private 


information about CC, our customers or 
colleagues 


 
 
 


 
 


Talking about our plans for the future that 
haven’t yet been shared with the public 


“Just heard some exciting news! 
We’ve won the bid with customer X 
and will be making a cool £1M profit!” 
 
“So exciting to hear that we’re going 
to be opening an office in X. Looking 
forward to meeting the new team!” 
 
“Just launched a trial of “Y” software 
with Company “A” and productivity 
has increased 20%” 


 
Posts that are 


abusive or 
offensive to CC 


colleagues 


Posting, sharing or liking offensive, 
derogatory or discriminatory comments, 


images or videos 
 


Using social media to bully, harass or insult 
anyone 


“New guy in our team is SO bad at his 
job. Won’t last five minutes!” 


 
 
“@JaneSmith why did you post this 
picture of yourself lol? Couldn’t you 
have found a better one.” 


 
Posts of 


colleagues 
without their 


consent 


 
Posting pictures or recordings of 


colleagues on social media without their 
permission 


 
“Just bumped into my colleague at the 
gym. Look at this picture of him lol.” 
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What can you do to avoid any social media issues? 
 
If you have any queries, concerns or work-related issues, discuss them with your manager 
or someone from HR. Don’t raise them on social media forums, including tagging official CC 
social media accounts. These are managed by our social media teams only, who won’t know 
the details about your situation. 
 
If your posts have nothing to do with CC please make sure no logos, branding, CC 
sites, or customers are visible or referenced e.g. in some social media sites (such as LinkedIn) 
your CC employment is openly communicated to all. 
 


Make sure you know whether your accounts are private or public and choose the appropriate 
settings that helps attract the right audience. 
 
Be mindful that abbreviations, emoticons and other language can be interpreted in different ways 
and has the potential to be offensive. 


 
Monitoring your social media usage 
 
For some people, using social media is an important part of their job. If you use it for this, make 
sure it doesn’t have an impact on your performance or other work duties.  
 
Personal use should be kept to non-working hours (before/after work or during lunch times).  
 
Just so you know we’ll monitor your internet usage if you’re in breach of this policy and also look 
at your social media profiles (e.g. your Facebook page etc.) if we think there’s a good reason to 
do so or we receive a complaint. We’re also able to look at things on social media that has links 
to CC or mentions us. This way we’re able to see what’s being posted about us. 
 


What happens if you don’t follow the policy?  
 
As this is so important to us, if you don’t follow this policy, it could lead to disciplinary action (and 
in serious cases it could be considered gross misconduct). We don’t want this to happen, which 
is why we’ve provided you with the guidance in this policy. Above all, please use good 
judgement and common sense. 
 
Because things change very quickly within social media, please make sure that you frequently 
review this policy for any changes. See more on the Group Development, UK Marketing One CC 
Page. 
 
What if you would like to contribute to CC Social media?  
 
If you have any content which you would like to be featured across the CC social media 
accounts, please do get in touch with the social media team by emailing 
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social.media@computacenter.com. 
 
 



mailto:social.media@computacenter.com
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DOCUMENT CONTROL 
DOCUMENT PURPOSE, SCOPE AND STATUS  
 


 


 
DOCUMENT APPROVAL & GOVERNANCE  
  


Version 
Number  


Date  Action  Author  Function  


V1.0  03/04/2019 Approval  C Grant  UK HR Legal   


V2.0  02/10/2019 Approval  C Grant  UK HR Legal   


V3.0  02/10/2019 Approval  C Grant  UK HR Legal   


V4.0 05/01/2019 Approval  C Grant  UK HR Legal   


V5.0  23/05/2019 Approval  C Grant  UK HR Legal   


V6.0  16/10/2020 Approval  C Grant  UK HR Legal   


V7.0  04/03/2021 Approval  
C Dunlop-
Grant  


UK HR Legal   


V8.0 29/07/2022 Approval C Comer UK HR Legal 


V9.0 28/06/2023 Approval C Comer UK HR Legal 


V10.0 23/05/2024 Approval C Comer UK HR Legal 


 


  


Topic  UK People Advisory Team Policies – Social Media 


Purpose  
Provide guidance on social media expectations, examples of poor social media and the action 
likely if the policy is breached 


Scope  
All CC employees across the group; this includes all employees and temporary workers employed 
through a third party. 


Status  Final  


Version as of  May 2024 


Duration  Maintained on One CC under HR Policies for as long as it is published.  


Classification  Internal (uncontrolled when printed)  


Revision Cycle   1 Year  


Next revision by  May 2025 
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 DOCUMENT REVISION HISTORY  
 


Version 
Number  


Date  Author  Description of modifications  


V1.0  18/06/2014 A Todd (HR) Policy put together in new format 


V2.0  12/08/2015 A Todd (HR) 


Added paragraph CC using social media to build brand and updates made to 
what does this policy mean for me – format and content updated to include 
breakdown of damage to reputation, confidentiality and abusive/offensive 
posts  


V3.0  20/09/2017 
Y Ackerman 
(HR) 


Format and layout updated 


V4.0  04/01/2019 P Camm (HR) 
Table included for examples of poor Social Media behaviour, add to how 
employees can avoid social media and added if someone wants to 
contribute to CC social media 


V5.0  23/05/2019 L Blair (HR) Updated social networking sites to include wider scope of such sites 


V6.0 16/10/2020 K Harvey (HR) 
Updated Social Media example outlets and added social media integral part 
to day-to-day and included scope of speaking on behalf of CC 


V7.0  28/02/2021 C Comer (HR) 
Updated formatting and consistent referencing to CC – removed reference to 
Social Media guidelines 


V8.0 29/07/2022 
A O’Sullivan 
(HR) 


Formatting updated 


V9.0 27/06/2023 
William Marxen 
(Digital 
Marketing) 


Updated golden rules of social media and reviewed remaining content of 
policy.  


V10.0 21/05/2024 
Kim Barratt 
(Social Media 
Specialist) 


Updated Group Ethics link and added in information on AI.  
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Dear 



To fulfil your duties, you may be issued with Computacenter equipment. You must keep the equipment in good condition. On leaving your assignment with Computacenter, you must return the equipment in good order to Computacenter site, or a courier may be arranged- client dependant. Failure to do so could result in you being liable for the total cost of its replacement.



It is your responsibility to keep such equipment secure and in the condition in which it was provided to you. If an arrangement for an equipment return is not arranged within a 10-day timeframe this will result in Computacenter reporting to the police that the equipment has been stolen.



Should Computacenter need to recover an item belonging to them (such as a laptop), which you have been unable to return to them either during or after your assignment, you acknowledge (your agency name) may provide your contact details including home address to Computacenter for the next steps.







Worker’s name: ……………………………………….



Worker’s signature………………………



Date……………………………………….





Yours sincerely,



……………………………………….



image1.png
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Confidentiality Agreement 





NAME :



In conjunction with your temporary contract at Computacenter (“the Company”), you agree to be bound by the following Confidentiality Agreement: 



During the duration of your contract with Computacenter, you will have access to information concerning the Company which is non-public, confidential and proprietary in nature. As a condition of you receiving such information, you must agree to treat any such information concerning the Company in accordance with the provisions of this Agreement. 

During the duration of your contract with Computacenter you may also have access to information that is classified as personal data as defined by the Data Protection Act 2018. This data must be managed in line with the Company’s Principles of Data Protection and Commissioned Data Processing guides.  



1. You must not during and after the period of your contract use, or allow to be used, any materials, equipment or information which are the property of the Company, or any associated company, or is entrusted to you by or on behalf of the Company, or any associated company otherwise than for a purpose authorised by the Company. 



2. During the duration of your contract with hereunder and after it has come to an end without limit in point of time, you must not use or disclose (other than in the proper course of your contracted role) or negligently cause the unauthorised disclosure of any information which is of a confidential nature of the Company or of any associated company, including but without limitation: 



a) the business methods and the information of the Company, or any associated company (including prices charged, discounts given to the customers or obtained from suppliers, product development, marketing and advertising programmes, costings, budgets, turnover, sales targets or other financial information); 

b) lists and particulars of the Company’s suppliers and/or customers and the individual contacts at such suppliers and/or customers; 

c) details and terms of the Company’s, or any associated company’s, agreements with suppliers and customers’ 

d) secret manufacturing or production processes and know-how employed by the Company, any associated company, or its suppliers; 

e) confidential details as to the design of the Company’s, any associated company’s, or its suppliers’ products and inventions or developments relating to future products whether or not in the case of documents they were marked as confidential. This restriction shall cease to apply to information or knowledge which shall come (otherwise than by breach of this clause) into the public domain. 

3. The term “Associated Company” in this agreement means any company which for the time being is a subsidiary or holding company (as those expressions defined in Sections 1159 of the Companies Act, 2006, in force in England and Wales) of the Company or any subsidiary (other than the Company) or any such holding Company. 









Acceptance 



I confirm my acceptance and agreement to the above Confidentiality Agreement.

 

This Statement supersedes and replaces all other previously communicated Confidentiality Agreements, whether written or verbal. 



The Company reserves the right to vary the terms of this Confidentiality Agreement. Any changes will be notified to you in writing. 







Signed: ______________________________________ Date: ___________________

Contractor Confidentiality Agreement v.3.0		January 2025
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SUPPLY CHAIN AUDITS 


THE PROCESS


What do the audits cover?


The audits will focus on the compliance with candidate vetting, pay and tax withholding requirements as stipulated in the relevant Third Party Supplier Agreement and Compliance Guide. A summary of the requirements under each contract to be audited will be available to you on ShareFile. Please note, we may review more than one contract when we audit but you will always be informed which contracts will be covered at the time the audit is booked.


How will the audits be conducted?


Where there are a large number of candidate files to review, we may arrange to visit your offices in order to conduct the audit. However, where there are only a few files for review, we will ask you to upload these to ShareFile. At least 48 hours’ notice will be given to submit the candidate files, usually at least a week’s notice will be given for a visit.


How often are audits carried out?


The frequency of audits is ultimately determined by what is specified under the contract. As such, audits for Computacenter will be carried out every 6 months.

Please note: audits may be carried out more frequently where previous audit results have not met the required standard (see below).


How many candidate files will be audited?


Where there are 5 current workers or less for Computacenter, all will be reviewed, otherwise 20% of current workers reviewed. Where there are no current workers a selection of candidates who have worked during the previous 6 months can be reviewed.


Please note: the number of candidates audited may increase if previous audit results have not met the required standard (see below).

How will the audit results be evaluated?


The emphasis of the audits will be on Critical Action points i.e. high-risk issues that relate to documentation that is required by law or where failure to comply could pose a risk to Hays, the client and/or lead to legal action. These can include:


· Proof of ID


· Proof of eligibility to work in the UK (documents missing, incomplete, incorrect or invalid)


· DBS (not current or details incorrect)


· Criminal convictions declaration not completed


· Pay discrepancies e.g. wrong pay type or under payments


· Professional registration/qualification check not carried out – where either mandatory for the role or specified by the client for the role


· References (complete lack of)


· Driving licence (for jobs that involve driving)


· No credit check


Non-critical issues specified in the contract will also be reviewed and actioned.

Grading

The audit will use a grading system based on the initial findings and you will be awarded one of three grades:


· Pass (no critical action points and a minimum number of non-critical points).


· Improvement Required (a number of non-critical points but no more than one critical action point).


· Fail (more than 2 critical action points or a large number of non-critical action points).


The scores will be calculated using a standard matrix to ensure consistency.


A “Pass” grade will only be awarded where there are NO CRITICAL ISSUES raised.


More than one critical action will always result in a “Fail” grade.


A recording will also be made concerning files submitted after the deadline. 


What will happen if the audit is graded “Fail”?


Where an audit is graded as “Fail”, the next audit could cover 50 – 100% of current workers. It could also result in suspension or termination of the contract.


How will feedback be given?


Feedback will normally be given at the end of the audit and a report sent out to you detailing the findings, and any action required.


When do any actions set have to be completed?


A deadline of 2 weeks will be set for critical actions and 4 weeks for non-critical actions. Failure to adhere to these deadlines will result in escalation to the account manager and suspension until the audit is closed. If actions are not completed by the next audit and the candidates are still working, they will be checked again. If any are still outstanding at this point, they will be added to the total overall score for that audit and could adversely affect the grading. 
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